3apeructpupoBano B Munrocte Poccun 14 mast 2013 r. N 28375

OEJTEPAJIBHASA COYXKBA 110 TEXHUYECKOMY U
IKCITIOPTHOMY KOHTPOJIIO

INPUKA3
ot 18 ¢peBpans 2013 r. N 21

OB YTBEPKJEHUU COCTABA U COJIEPKAHUS
OPTAHM3ALIMOHHBIX U TEXHUYECKUX MEP IO
OBECIEYEHUIO BE3OMTACHOCTH MEPCOHAJBHBIX
JAHHBIX ITIPU UX OGPABOTKE B
WH®OPMALMOHHBIX CHCTEMAX NEPCOHAJIBHBIX
JTAHHBIX

(B pen. Ilpukaza ®CTOK PD ot 23.03.2017 N 49)

B cootBercTBUU ¢ "acThio 4 ctarbu 19 ®enepanpHoro 3akona ot 27 utons 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CoOpanue 3akoHomatenbcTBa Poccuiickoit @eneparmu, 2006, N 31, cr.
3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cr. 4173, ct. 4196; N 49,
ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) u Ionoxenuem o DexepanbHOU Ciryx)0O€ MO
TEXHUYECKOMY W SKCIOPTHOMY KOHTPOJIIO, YTBEpXAeHHbIM YkazoM lIpesunmentra Poccuiickoit
®eneparun ot 16 aBrycra 2004 r. N 1085 (CoOpanue 3akoHomatenbcTBa Poccuiickoit denepanmm,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, cr.
818), nmpukaspiBaro:

1. YTBepautpy npuiaraempie CoCTaB M COAEpKAHWE OPraHU3ALMOHHBIX U TEXHUUYECKHX MEp IO
obecrieueHNI0 0€30MaCHOCTH TMEPCOHAIBHBIX JMAaHHBIX MPU UX 00paboTke B WHGOPMAIIMOHHBIX
CUCTEMaX MEPCOHAIBHBIX JaHHBIX.

2. Ilpusnare yrpartuBmmM cuiry npukaz3 OCTOK Poccum ot 5 despans 2010 r. N 58 "O6
yTBepxaeHun [lomoxkeHnss o MeTogax W crmoco0ax 3amuThl WHGOpMAMK B HMH()OPMAIMOHHBIX
cUCTeMax IEepCOHATbHBIX AaHHBIX" (3apeructpupoBaH Munroctom Poccum 19 despans 2010 r.,
peructpanuonnbiii N 16456).

Jlupexmop
DedepanvHoil cyrHcObL NO MEXHUUECKOMY

U SKCnopmHomy KOHmpoJiro



B.CEJIMH

VYTBEP)K/IEHbBI
npuxazom OCTIK Poccuu
om 18 pespans 2013 2. N 21

COCTAB U COAEPKAHUE OPTAHU3ALIMOHHBIX 1
TEXHUYECKUX MEP 110 OBECIIEYEHHUIO
BE3OITACHOCTHU HEPCOHAJIBHBIX TAHHBIX IIPHU UX
OBPABOTKE B UTHOOPMAIINOHHBIX CUCTEMAX
HEPCOHAJIBHBIX JIAHHBIX

(8 pen. Ilpukaza ®CTOK P®D ot 23.03.2017 N 49)

I. O0mme moJ1o:xKeHUs

1. Hacrosmuii ToKkyMeHT pa3paboTaH B COOTBETCTBHH C 4acTbio 4 cTaThy 19 deaepanbHOro 3aK0HA
or 27 wmionsa 2006 . N 152-®3 "O nepconanpHbix AaHHBIX" (CoOpaHue 3aKOHOJATEILCTBA
Poccuiickoit @eneparuu, 2006, N 31, cr. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27,
ct. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, cT. 4701) u
YCTaHABIMBAET COCTaB U COJEP)KaHUE OPraHU3AIMOHHBIX M TEXHHYECKMX MEp MO0 00eCrnedyeHHUIo
0e30MacHOCTH TEPCOHAIBHBIX JIaHHBIX TIpU UX 00paboTke B HWH(POPMAIIMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX (Z1ajee - Mephl MO0 O0ECNeYeHUI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX)
JUIS KQXKJI0TO M3 YPOBHEH 3aIIMIEHHOCTH IEPCOHAIbHBIX JAHHBIX, YCTAHOBIEHHBIX B TpeOoBaHMsIX
K 3alllUTe MepCOHAIBHBIX JaHHBIX NMPH UX 00pab0TKe B MHPOPMAILIMOHHBIX CHCTEMaX MEePCOHABHBIX
JAHHBIX, YTBEPKICHHBIX MocTaHoBieHueM [IpaButensctBa Poccuiickoit @enepannu ot 1 HOAOps
2012 r. N 1119 (Cobpanue 3akononarenbctBa Poccuiickoit @eneparuu, 2012, N 45, ct. 6257).

Mepbl 1o olecrnieueHH0 O€30MaCHOCTH TMEPCOHAIbHBIX JaHHBIX MPUHUMAIOTCA Ul 3alUThI
IIEPCOHAJIBHBIX JaHHBIX OT HENPAaBOMEPHOIO0 WM CIIy4alHOrO JOCTyla K HUM, YHUYTOXCHMS,
U3MEHEHUs, OJIOKUPOBAaHUS, KOMHPOBAHMS, IPEJIOCTABICHUS, PACIPOCTPAHEHUS IE€PCOHAIBHBIX
JAHHBIX, a TAKXKE OT MHBIX HEMPABOMEPHBIX ACHCTBUI B OTHOLIECHUH IIEPCOHAIIBHBIX JaHHBIX.

B HacTtosmeM OKyMEHTE HE pacCMaTpHBAIOTCS BOMPOCHI oOecredeHusi 0e30MacHOCTH
MEPCOHANIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IOPSAJIKE K CBEACHMSIM, COCTABIISIOIINM
rOCy/IlapCTBEHHYI0 TaliHy, a Tak)Ke Mepbl, CBS3aHHBIE C NPUMEHEHHEM MIH(PPOBAIBHBIX
(kpunTorpauueCcKux) CPEACTB 3aIUTHI HH(DOpPMAIUH.

2. be3omacHOCTh TEPCOHANBHBIX JAHHBIX TpU HUX 00paboTKe B HHPOPMAIMOHHON CHCTEME
MePCOHAIILHBIX JaHHBIX (Hasiee - MHGOPMAIMOHHAs CHUCTeMa) 00ecIieyuBaeT orepaTop WIW JIHIIO,
OCYIIECTBIISIFOIIEee 00pabOTKy MEPCOHATBHBIX JAHHBIX 110 MOPYUYEHHUIO OIepaTopa B COOTBETCTBHH C
3akoHoAaTenbCcTBOM Poccuiickon denepanun.

I[J'ISI BBIIIOJTHCHUA p3.60T 1o o0ecreyeHnio 0e30MacHOCTH INCPCOHAJIBHBIX JAaHHBIX ITPH UX O6pa6OTK€
B HH(l)OpMaI_II/IOHHOﬁ CUCTEMEC B COOTBCTCTBHHM C 3aKOHOAATCIHBCTBOM Poccuiickoit (DejlepaL[I/II/I
MOTYT HOpPHUBJICKATBCA Ha I[OFOBOpHOfI OCHOBC HKOPHUAUYCCKOC JIMIOO HIIA I/IH,I[I/IBI/II[yaJIBHBIfI



NpeINpPUHAMATENb, WMEIOIINE JIMIICH3WI0 Ha  JEITeNbHOCTh IO TEXHUYECKOH  3ammre
KOH(UACHIIMATHHON HHPOPMALIUY.

3. Meps! 110 o0ecnieueHuI0 0€30IaCHOCTH MEPCOHAIBHBIX JIAHHBIX PEATU3YIOTCSI B pAMKaX CHCTEMBI
3alUTHl TEPCOHANBHBIX JIAaHHBIX, CO3/1aBa€MOM B COOTBETCTBUM ¢ TpeOoBaHMSIMM K 3alluTe
NEePCOHANIBHBIX JaHHBIX MPU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAaX MEePCOHAJIbHBIX JAHHBIX,
yTBEpKJIeHHbIMU TTocTaHoBNieHUeM [IpaButennscrBa Poccuiickoit @eneparuu ot 1 HosOpst 2012 . N
1119, u nomwkHbl OBITH HAMpaBICHBl HAa HEUTpAIM3AIMIO0 aKTyaJbHBIX yrpo3 0e30macHOCTH
MePCOHANIBHBIX JIaHHBIX.

4. Mepsl 1o oOecrieueHUIO0 O€30MACHOCTH IEPCOHANBHBIX JIAHHBIX PEATM3YIOTCS B TOM YHCIIE
MIOCPEICTBOM INPUMEHEHHs] B HMH(POPMAIIMOHHOW CHUCTEME CpPEJCTB 3allUThl HH(POpMAaIUH,
MPOLIEAIINX B YCTAHOBIEHHOM IIOPSIKE IPOLEAYPY OLEHKH COOTBETCTBUSA, B CIydasx, KOIaa
IPUMEHEHHE TaKUX CPEJICTB HEOOXOAMMO /IS HEeMTpalM3alluu aKkTyallbHBIX Yrpo3 0e30MacHOCTH
IIEPCOHAIIBHBIX JaHHBIX.

6. OueHka 3(p(GEeKTUBHOCTH PEATM30BAHHBIX B paMKaX CHUCTEMBI 3aIlIUTHI MEPCOHATBHBIX JTaHHBIX
Mep 1O oOOeCIeYeHUI0 Oe30MacHOCTH TIEPCOHANBHBIX JIAHHBIX IPOBOJUTCS  OIEPaTOPOM
CaMOCTOSITEJIbHO WJIM C TPUBJICUCHUEM Ha JIOTOBOPHOW OCHOBE IOPHJAMYECKHUX JUI[ U
WHJIUBUyJIbHBIX MPEANPUHUMATENEH, UMEIOIIUX JIMLIEH3UIO Ha OCYILECTBICHUE JIEATEIbHOCTH O
TEXHUYCCKOW 3aluTe KOHPUICHIIMAILHON HHPOpMaIIK. YKa3aHHas OICHKA MPOBOAMTCS HE PEXe
OJIHOTO pa3a B 3 roja.

B IJIEKMPOHHOM 00Kymeume Hymepauusi nYyHKmoe coomeemcmeyem oc]muuaﬂbﬂomy
UCMOYHUKY.

7. Mepsl mo obOecrniedeHHIO O€30MACHOCTH TEPCOHAJIBHBIX JaHHBIX MPU HUX 00paboTKe B
roCyJIapCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMaxX MPUHUMAIOTCS B COOTBETCTBHH C TPEOOBAHUSMHU O
3amuTe MH(OpManuu, coaep)Kalleiics B TOCYJapCTBEHHBIX HMH(POPMALMOHHBIX CHCTEMaXx,
ycranaBiuBaeMbiMu @CTOK Poccuu B mpenenax cBOMX MOTHOMOYHI B COOTBETCTBUH C YacThIO 5
ctatb 16 ®enepanbHoro 3akoHa ot 27 wurong 2006 r. N 149-®3 "O6 wunbopmanmw,
MHpOpPMAITMOHHBIX TeXHOJNOTHSX u o 3amwure wuHopmaruu" (CoOpaHue 3aKOHOIATEILCTBA
Poccuiickoit @eneparuu, 2006, N 31, cr. 3448; 2010, N 31, cr. 4196; 2011, N 15, cr. 2038; N 30,
cT. 4600; 2012, N 31, ct. 4328).

II. CocraB u CoACpPKaHUuE MEP 11O oOecreyeHnI0 0e30IMaCHOCTH MEPCOHAJIbHBIX
JAHHBIX

8. B cocraB mep mo obecriedeHn 0 0€30IaCHOCTH MEPCOHANBHBIX JTAaHHBIX, PEalM3yeMbIX B PaMKax
CHCTEMBI 3alllUThl TEPCOHANBHBIX JaHHBIX C YYEeTOM aKTyalbHBIX Yyrpo3 0e30mMacHOCTH
MEPCOHANBHBIX TAaHHBIX U MTPUMEHIEMbIX HH()OPMAIIMOHHBIX TEXHOJIOTHI, BXOAT:

UaeHTUDUKAIKS U ayTeHTUPUKAIHS CYObEKTOB IOCTYIa U 00BEKTOB JTOCTYIIA;
yIpaBlIeHUE JOCTYIIOM CYOBEKTOB JJOCTyIa K 00BEKTaM JIOCTYIIA;
OTPaHUYCHHE TTPOTPAMMHON CPEIIBL;

3alUTa MAaIlIMHHBIX HOCUTeNeH MH(OpManuu, Ha KOTOPBIX XpaHsTcs U (Win) oOpabaThIBalOTCS
MEPCOHAJIbHBIE TAHHBIE (Jajiee - MAIIMHHbIE HOCUTENN NEPCOHATIBHBIX JaHHbIX);

perucrparys coObITHI 0€30IMaCHOCTH;



AHTUBHPYCHAs 3aIUTA;
oOHapy>xeHue (IpeIoTBpaIleHNE) BTOPKEHU;

KOHTPOJIb (aHAIH3) 3alIUIIEHHOCTH [TEPCOHATBHBIX TAHHBIX;

obecrieyeHue 1eJIOCTHOCTH HH()OPMAIIMOHHOW CUCTEMBI M IEPCOHANTBHBIX TaHHBIX;
obecriedeHe JOCTYTHOCTH MEPCOHANBHBIX JaHHBIX;

3aIUTa Cpeibl BUPTYaTH3aIlUH;

3alIMTa TEXHUYECKUX CPEICTB;

3ammTa HHHOPMAITMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEepelayn JaHHbIX;

BBISIBJICHUE WHIUICHTOB (OJAHOTO COOBITHS WM TPYIIIBI COOBITHII), KOTOPBIE MOTYT NMPUBECTH K
cObosiM WM HapylIeHWI0 (QYHKUMOHMpPOBAaHMS WH(GOPMAIMOHHOM cHUCTeMBI W (WIH) K
BO3HUKHOBEHHUIO yIrpo3 0O€30MacCHOCTH TMEPCOHANBHBIX JAaHHBIX (Jajlee - UWHOUACHTHI), U
pearupoBaHue HA HUX;

ynpasieHue KoHurypauueid MHPOPMAIMOHHOW CHCTEMbl U CHUCTEMbI 3aIIUThI IE€PCOHAIBHBIX
JAHHBIX.

CocraB u cozepkaHue Mep 1o 00ecredyeHnto 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX, HEOOXOIUMBIX
JUIs o0ecrieueHus] KakJoro M3 ypOBHEH 3alllMIIEHHOCTH NEePCOHAJIbHBIX JAHHBIX, IMPUBEICHBI B
MIPUJIOKEHUH K HACTOSIILIEMY JTOKYMEHTY.

8.1. Mepsl mo HACHTUPHUKAIUN U AyTEHTH(PHUKAUN CYyOBEKTOB JIOCTyma M OOBEKTOB JIOCTyIa
JIOJDKHBI  00€CreurBaTh MPUCBOCHHE CYOBEKTaM M OOBEKTaM JIOCTyla YHHKAJIBHOTO IpH3HAKa
(uneHTHdHKATOPA), CPABHEHUE MPEIBSIBISIEMOr0 CyOBEKTOM (00BEKTOM) TOCTyNa UACHTU(UKATOpA
C TEepeYHeM NPUCBOCHHBIX HICHTU(PHUKATOPOB, a TAKXKE MPOBEPKY MPUHAIICIKHOCTH CYOBEKTY
(00BEKTYy) TocTyna MpeabsIBICHHOTO UM HIeHTH()HUKATOpa (TIOATBEPKACHUE TIOUIMHHOCTH ).

8.2. MepBI o YyIpaBJICHUIO JOCTYIIOM CYG’beKTOB A0CTyIlIa K 0o0BEKTaM A0CTyIIa JOJIKHBI
o0ecIieunBaTh yupaBJICHUEC ITpaBaMU U NPUBUJICTUAMU CY6’b€KTOB A0CTYyIa, pa3rpaHU4YCHUC JOCTYIIa
CYGLGKTOB A0CTyIlIa K 00BeKTaM AO0CTyIla Ha OCHOBE COBOKYIIHOCTH YCTAHOBJICHHBIX B
I/IH(l)OpMaI_II/IOHHOI\/’I CUCTCMC IMPAaBUJI pa3rpaHUYICHUST NOCTYIId, 4 TAKKC o0ecIeunBarTh KOHTPOJIb 3a
COGHIOI[GHI/IGM 9THUX IIPaBHIJI.

8.3. Mepsl 10 OrpaHUYEHHUIO MPOTPAMMHOM Cpeibl JODKHBI 00eCreYrMBaTh YCTAaHOBKY W (WJIN)
3allyCK TOJBKO PAa3pelIeHHOTO K HCIOJIb30BAaHHIO B MH(POPMAIMOHHON CHUCTEME MPOrPaMMHOTO
oOecriedeHNs WM MCKIIOYaTh BO3MOXHOCTh YCTAHOBKM M (WMJIM) 3allyCKa 3alpelieHHOTo K
UCIIOJIb30BaHHIO B MH(POPMAIIOHHOHN CHCTEME IIPOTPaMMHOTO 00eCTIeUeHHS.

8.4. Meppl Mo 3amuUTe MAIIMHHBIX HOCHTENECH MEPCOHAIBHBIX MaHHBIX (CPeACcTB 00pabdOTKH
(XpaHeHUs1) NEPCOHATBHBIX JAHHBIX, CHEMHBIX MALIMHHBIX HOCHUTENEH NEepCOHAJIbHBIX JIAHHBIX)
JOJKHBI MCKJIIOYaTh BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOI'O JOCTyIA K MAIIMHHBIM HOCHUTEISIM M
XPaHSIIMMCA Ha HUX IEPCOHAIBHBIM JIaHHBIM, a TaK)X€ HECAHKIIMOHHPOBAHHOE HCIIOJIb30BaHUE
ChEMHBIX MAIIMHHBIX HOCUTENEH IIEPCOHAIBHBIX JAHHBIX.

8.5. Mepnl 1o peructpanuu COOBITUH 0€30MacHOCTH JOJKHBI OOecreuynBaTh cOOp, 3aIuCh,
XpaHeHHe W 3alUTy HH(GOPMAIMU O COOBITHSAX O€30MacHOCTH B MH(OPMAIMOHHON cucTeMe, a
TaK)K€ BO3MOXXHOCTH IIPOCMOTpPA M aHAIM3a MHPOPMALMU O TaKUX COOBITUSX W pearupoBaHUE HA
HUX.



8.6. Mepsl 10 aHTUBUPYCHOM 3aIIMTE TOJDKHBI 00ECIeYnBaTh OOHApYXKeHHE B WH(GOPMAITMOHHOM
CHCTEME KOMITBIOTEPHBIX MPOrpaMM JIMOO MHON KOMITBIOTEPHON MH(OpMAIuH, MpeIHa3HaYeHHOM
JUIS  HECAaHKIIMOHUPOBAHHOTO YHUYTOXKCHHUsS, OJIOKUPOBAaHWsS, MOAU(DHUKAINY, KOIMHUPOBAHUS
KOMIBIOTEPHON HMH(OpPMAIMU WM HEUTpalM3allii CPEACTB 3allUThl HHQPOpPMAIMHM, a TaKKe
pearupoBaHue Ha OOHAPYKEHHUE ATHX IPOrpaMM U HH(POPMAITUH.

8.7. Mepsl 1o oOHapyxeHHIO (NPEAOTBPAIICHUIO) BTOPKEHUU OJDKHBI  OOECredYnBaTh
oOHapy>keHHe NeHCTBUN B MH(POPMAIMOHHOW CHUCTEME, HAIPaBJICHHBIX Ha HECAaHKIIMOHUPOBAHHBIM
nocTyn K WHGOpMAaIlMM, CIeNHUaIbHbIE BO3JCHCTBUS Ha HH(QOPMAIMOHHYIO CHUCTEeMY M (WJIH)
NepCOHAJIbHBIC JJAaHHBIE B LIENAX JOOBIBAaHUS, YHUUTOXKCHUS, HCKAXXEHUs U OJIOKUPOBAHUS J0CTYyIIA K
NePCOHAJIBHBIM JJAaHHBIM, a TAKXKe pearnpoBaHUE Ha 3T JIEHCTBUS.

8.8. Mepbl 1o KOHTPOJTIO (aHAIK3Y) 3alUIIEHHOCTH MePCOHANBHBIX JTAHHBIX JOJDKHBI 00eCIIeunBaTh
KOHTPOJIb YPOBHSI 3alMIICHHOCTH TEPCOHAIBHBIX JaHHBIX, 00padaThIBaeMbIX B HH()OPMAIIMOHHOM
CHCTEMEe, IIyTeM MPOBEICHHsS CHUCTEMaTHYECKHX MEPONPUSATHA 1O aHaau3y 3allUIIEHHOCTH
MH)OpPMAITMOHHOW  CHCTEMbl W  TECTUPOBAHHIO  PAOOTOCTIOCOOHOCTH  CHCTEMBI  3aIllUTHI
MEPCOHANBHBIX JaHHBIX.

8.9. Mepsl o o0ecnedeHun o eT0CTHOCTH WH()OPMAITMOHHON CUCTEMBI U MEePCOHAIBHBIX JTAaHHBIX
JIOJDKHBI 00ecrieynBaTh OOHAapy>KeHUE (PAKTOB HECAHKIMOHMPOBAHHOTO HAPYIICHHS IETOCTHOCTU
MH(GOPMAITMOHHON CUCTEMBI M COICPIKALINXCS B HEH MEPCOHANBHBIX JaHHBIX, a TAK)KE BO3MOXKHOCTh
BOCCTAHOBJICHUSI UH(GOPMAIIMOHHOW CUCTEMBI M COJICPKAIIMXCS B HEW MEPCOHABHBIX JIAHHBIX.

8.10. Mepbl mo 00ecnedyeHuI0 JOCTYMHOCTH IEePCOHANBHBIX JaHHBIX JIOJKHBI 00€CIeYrBaTh
aBTOPU30BaHHBIN JOCTYII MOJIb30BaTENCH, UMEIOIIUX MPaBa Mo AOCTYITY, K IEPCOHATBHBIM JJAHHBIM,
cojepx)amuMcsi B HMH()OPMAlMOHHON CHUCTEME, B IITATHOM peXuMe (YHKIIHOHUPOBAHUS
MH()OPMAITMOHHOW CHCTEMBI.

8.11. Mepsl 110 3a1IdTe CPe/ibl BUPTYyAIU3ALUU JIOJKHBI UCKITI0UATh HECAHKIIMOHUPOBAHHBIN J1O0CTYII
K [IEPCOHAIBHBIM JaHHBIM, 00pabaThIBa€MbIM B BUPTyaJIbHOW MH(PACTPYKTYpE, U K KOMIIOHEHTaM
BUPTyaJIbHOH WHOPACTpyKTypsl W (WJIM) BO3JIEHCTBHE Ha HUX, B TOM YHCJIE€ K CpEICTBaM
YOpaBICHHUs] BUPTYAIbHOM HHQPACTPYKTYpOil, MOHUTOPY BHUPTYaJlbHBIX MAallUH (THIIEPBU30DY),
CUCTEME XpaHEHUs JaHHBIX (BKJIIOYAsi CUCTEMY XPaHEHHS 00pa30B BUPTYAIbHON HHPPACTPYKTYPHI),
CeTH IMepeJauyd MJAaHHBIX 4Yepe3 3JIEMEHTbl BUPTYyaJbHOM WM (u3nueckoil HHOPaCTPyKTYpHI,
TOCTEBBIM OIEPALMOHHBIM CHUCTEMAaM, BUPTYaJbHBIM MallMHAM (KOHTEHHepaMm), CUCTEME U CETU
peIUIMKAlMY, TEePMUHAIBHBIM M BUPTyaJbHbIM YCTPOMCTBaM, a TakXXe CHCTEME pPE3epPBHOIO
KOIIUPOBAHUS U CO3/1aBAEMbIM €10 KOIHUSIM.

8.12. Mepsl 110 3alIUTE TEXHUYECKUX CPEICTB JIOJKHBI UCKIIIOYATh HECAHKIIMOHUPOBAHHBIN J1OCTYII
K CTallHOHAPHBIM TEXHUYECKUM CPEJCTBaM, 00pabaThIBalOIIUM I1EPCOHAIbHBIE JaHHBIE, CPE/ICTBAM,
oOecrieynBaromuM  (QYHKIIMOHUPOBAaHUE HMH(POPMAIMOHHOM CHUCTEMBbI (7ajee - CpelcTBa
oOecrieueHs] (PYHKIIMOHUPOBAHMS), U B MOMEIICHUS, B KOTOPBIX OHHU MOCTOSIHHO PacHOJIOXKEHBI,
3alIUTY TEXHUYECKUX CPEICTB OT BHEIIHMX BO3JEHCTBUM, a TAKXKE 3aLIUTY MEPCOHABHBIX JaHHBIX,
MIPEJICTABJIICHHBIX B BU/I€ HHOOPMATHUBHBIX AJIEKTPUUECKUX CUTHAIOB U (PU3UUYECKHUX TOJICH.

8.13. Mepsl 1o 3ammuTe HHPOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEPEavud JaHHBIX
JIOJDKHBI 00€CTIeYnBaTh 3alIUTY TMEPCOHATIBHBIX JAHHBIX MPH B3aMMOACUCTBUU HH(OPMALMOHHON
CHUCTEMbl WJIM €€ OTHCIbHBIX CETMEHTOB C WHBIMH WH(GOPMAIMOHHBIMH CHUCTEMaMU U
WH(OPMAITMOHHO-TEIICKOMMYHHKAIITHOHHBIMUA CETSMHU TOCPEJICTBOM TPUMEHEHHSI apXUTEKTYPbI
WH(GOPMAIIMOHHOM CHCTEMBbl M TPOEKTHBIX pEIIEHUM, HalpaBlICHHbIX Ha oOeclevyeHue
0€30I1aCHOCTH MEePCOHAIBHBIX JaHHBIX.



8.14. MepBI 0 BBIABJICHHIO HWHIOUIACHTOB MW PCarupoOBaHHIO Ha HUX JOJIKHBI o0ecIieunBaTh
O6H3py>K€HI/I€, I/II[GHTI/I(l)I/IKaI_II/I}O, aHaJIn3 HMHIHWIACHTOB B HH(bOpMaHHOHHOﬁ CHUCTCMEC, a TaKXC
MMPUHATHE MCP 11O YCTPAHCHUIO U NPCAYIIPCIKACHNUIO HHIIUJICHTOB.

8.15. Mepsbl mo ymnpaBieHU0 KoHpurypanued WHOOPMAIIMOHHON CHCTEMBI M CHCTEMBI 3aIlUThI
NEPCOHANIBHBIX JIAaHHBIX JIOJDKHBI OOecreynBaTh YOpPaBICHHE W3MEHEHUSIMH KOH(UTypaluuu
MH(OPMAITMOHHOM CUCTEMBI MU CUCTEMBbI 3aIUThI IEPCOHAIBHBIX JaHHBIX, aHAIU3 TOTECHIIMAIBLHOIO
BO3/ICHCTBUS MJIAHUPYEMbIX U3MEHEHHUI Ha oOecrieueHue 0€30MacHOCTH MEPCOHANbHBIX JaHHBIX, a
TaK)Ke JIOKyMEHTHPOBAHUE 3TUX U3MEHEHUH.

9. Bri6op mep o obecrieueHn o 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX, MOICKAIUX peaTn3allii B
MHPOPMALIMOHHON CHCTEME B paMKaX CHCTEMBI 3aIIUTHI IEPCOHATIBHBIX JaHHBIX, BKIFOUACT:

ompeseiieHne 0a30BOro Habopa Mep Mo 00eCIeUeHNI0 0S30MaCHOCTH NEPCOHATBHBIX JTAHHBIX IS
YCTaHOBJICHHOTO YPOBHS 3alllMIIICHHOCTH MEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH C 0a30BBIMHU
HabopaMu Mep 1o oOecnedeHHi0 Oe30MacHOCTH IePCOHANBHBIX JAaHHBIX, IPHBEJACHHBIMUA B
MPUIOKEHUH K HACTOSILIEMY JTOKYMEHTY;

ajanrtanyio 0a30BOro Habopa Mep IO 00eCHeYeHHI0 Oe30MacCHOCTH TMEPCOHATBHBIX TaHHBIX C
YY4ETOM  CTPYKTYPHO-(QYHKIMOHAIBHBIX  XapaKTePUCTUK  WHPOPMAIMOHHON CHCTEMBI,
UH(POPMALMOHHBIX TEXHOJIOTHIA, 0COOCHHOCTEN ()YHKIIMOHUPOBAHHS HH(POPMAIMOHHON CUCTEMBI (B
TOM 4YHCIIE HCKJIIOYEeHHEe Hu3 0a30Boro Habopa Mep, HEMOCPEACTBEHHO CBS3aHHBIX C
WH(POPMAMOHHBIMU TEXHOJOTHSIMU, HE HCIOIb3yeMbIMU B HH(GOPMAIMOHHOW CHCTEME, WU
CTPYKTYpHO-()YHKIIMOHAIGHBIMU ~ XapaKTEPUCTHKAMHU, HE CBOWCTBCHHBIMH HH()OPMAIIMOHHOM
CUCTEME);

YTOYHEHHE aJalTHpPOBaHHOTO Oa3oBoro Habopa Mep 10 obOecriedeHHr0 Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX C Y4eTOM HE BHIODAHHBIX paHee Mep, NMPUBEICHHBIX B MPHIOKEHHU K
HACTOSIIEMY JOKYMEHTY, B Pe3yJIbTaTe Yero ONpeAessSoTCsS MEepHI 10 00ecreyeHnI0 6e30I1acHOCTH
MEPCOHANBHBIX JaHHBIX, HAIIPaBJICHHBIC HA HEUTPAIH3ALUIO BCEX aKTyallbHBIX YIpo3 0€30MacHOCTH
MEPCOHANBHBIX TAaHHBIX IJIsI KOHKPETHOH HH()OPMAIIMOHHOM CUCTEMBI;

JIOTIOJTHEHNE YTOYHEHHOTO aJalTUPOBAHHOTO 0a30BOro Habopa Mep Mo obecrnedeHno 6e30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MepaMH, OOeCIeUMBAIOIIMME BBIIIOJHEHHUE TpPeOOBaHWN K 3alIuTe
MEPCOHANBHBIX TAHHBIX, YCTAHOBICHHBIMA MHBIMH HOPMATHBHBIMHU IPABOBBIMU aKTaMHU B 00JacTH
obecriedeHus1 6€30MacCHOCTH NMEPCOHATBHBIX JAHHBIX U 3aIIUTHl HHHOPMAIIUH.

10. HpI/I HEBO3MOXXHOCTH TEXHUUYESCKOM pcain3anu OTACIbHBIX BBI6paHHBIX MCpP 11O 00€eCITeueHHIO
0e30macHOCTH NEPCOHAJIBHBIX NAHHBIX, 4 TAK¥KC C YUCTOM SKOHOMHUYECKOM H6H60006p33HOCTI/I Ha
oTalax ajgalTanuun 06a30Boro Ha60pa MCPp U (I/IJ'II/I) YTOYHCHUS aJalITUPOBAHHOTO 0a30BoOro Ha6opa
MEp MOTYT paBpa6aTBIBaTBC$I HWHBIC (KOMHGHCI/II)YIOH_II/IG) MCPBI, HAITPABJICHHLIC Ha HeﬁTpaﬂHSaHI/IIO
AKTYaJIbHBIX YI'PO3 0e30macHOCTH MNCPCOHAJIbHBIX JaHHBIX.

B sTom cjIydac B XOAC pa3pa60TKH CUCTCMBbI 3alllUThbl ICPCOHAJIbHBIX JaHHBIX JOJIKHO OLITE
OpOBEACHO o0ocHOBaHUE MNPUMCHCHUS KOMIICHCUPYIOIIUX MCEPp IJIA obOecrieueHus 0O€30MaCHOCTH
NCPCOHAJIBHBIX JaHHBIX.

11. B cnydae ompeneneHusi B COOTBETCTBUHM C TpeOOBaHUAMHU K 3aIUTE MEPCOHATBHBIX NMPHU UX
o0paboTke B  MH(GOPMAIIMOHHBIX CHUCTEMax IEPCOHAJbHBIX  JIAHHBIX, YTBEP)KICHHBIMHU
nocta”oBiienueM [IpaBurensctBa Poccutickoit @enepanun ot 1 HosO0ps 2012 r. N 1119, B kayecTBe
aKTyaJbHBIX Yrpo3 0€30MacHOCTH MEPCOHANbHBIX JaHHBIX 1-r0 M 2-rO THUIIOB JOMNOJHUTEIBHO K
MepaM Mo o0ecredeHuio Oe30MacCHOCTH IEePCOHANbHBIX JIAHHBIX, YKa3aHHbIM B IIyHKTE &
HACTOSIET0 JOKYMEHTA, MOTYT IPUMEHSTHCS CIEIyIOIINe MEPhI:




MPOBEpPKa CUCTEMHOTO | (HMJIM) IPUKJIAJHOTO ITPOTPaAaMMHOT0 00SCTICYCHUS, BKITIOYAs MPOTPaAMMHBIHA
KOJI, HA OTCYTCTBHE HEIECKJIAPUPOBAHHBIX BO3ZMOKHOCTEN C HCIOJIb30BAHUEM ABTOMATU3UPOBAHHBIX
cpencTB U (Win) 0€3 UCTIOJIb30BaHUS TAKOBBIX;

TECTHUpPOBaHHE NH(OPMAITMOHHOM CUCTEMBbI Ha IPOHUKHOBEHUS;

UCIOJIb30BaHNE B MH(OPMALMOHHON cHCTEME CHCTEMHOro M (WIM) MPUKIAJHOTO MPOTrpaMMHOIO
oOecnieueHus1, pa3pabOTaHHOTO C UCIOJIb30BaHUEM METO/IOB 3alUIIIEHHOTO IPOTrPAMMHUPOBAHUSI.

12. TexHuyeckre Mepbl 3alUTHl IEPCOHAIBHBIX AAHHBIX PEATU3YIOTCS MOCPEACTBOM IPUMEHEHHUS
CPEACTB 3alIUTHl HH(OPMAIUH, B TOM YHCJIE IPOTPAMMHBIX (IIPOrpaMMHO-aNMapaTHBIX) CPEACTB, B
KOTOPBIX OHU pEAIM30BaHbl, UMEIOIMUX HeoOXoaumble QyHKIuu Oe3omacHocTH. (B pexd. [Ipukasza
OCTOK PO ot 23.03.2017 N 49)

[lpu wucnons3oBaHMKM B WH(GOPMALMOHHBIX CHUCTEMaX CEPTH(GHUIMPOBAHHBIX IO TPEOOBAaHUAM
6e3omacHocTd MH(OpMaIuu cpencts 3ammThl uHGopmaruu: (B pen. Ilpukaza ®CTIK PO ot
23.03.2017 N 49)

B MH(OPMAIMOHHBIX CHUCTEMax | ypOBHS 3alIUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeACTBa 3aIIUThI MH(HOPMAIIUN HEe HIKE 4 Kilacca, a TAK)XKE CPEICTBA BRIYUCIUTEIHLHON TEXHUKU HE
Hmke 5 kiacca; (B pen. [lpukaza ®CTOK PO ot 23.03.2017 N 49)

B MH()OPMALMOHHBIX CHUCTEMax 2 ypOBHS 3alIUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeACTBa 3aIUThI MH(HOPMAIIUU HE HIKE 5 Kilacca, a TAK)Ke CPEeICTBA BRIYUCIUTEIHLHON TEXHUKU HE
Hmke 5 kacca; (B pen. [lpukaza ®CTOK PO ot 23.03.2017 N 49)

B MH(POPMALMOHHBIX CHUCTEMax 3 ypOBHS 3alMIIEHHOCTH NEPCOHAIBHBIX JAHHBIX HPUMEHSIOTCS
cpezcTBa 3amuUTh HHpopMauy He HUKE 6 Kilacca, a TaK)Ke CPEJCTBa BEIYMCIUTEIbHON TEXHUKU He
Hmke 5 kiacca; (B pen. [pukaza ®CTIK PD ot 23.03.2017 N 49)

B MH(POPMALMOHHBIX cUCTeMax 4 ypOBHS 3alMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX HPUMEHSIOTCS
cpezcTBa 3amuUThl HHQopMauy He HUXKE 6 Kilacca, a TaK)Ke CPEJCTBA BEIYMCIUTEIbHON TEXHUKU HE
Hmke 6 kiacca. (B pen. [Ipukaza ®CTOK PD ot 23.03.2017 N 49)

Krnaccel 3amuTel  OmMpeAensioTcss B COOTBETCTBUM C HOPMATUBHBIMH IPABOBBIMH  aKTaMH,
W3JIaHHBIMU B COOTBETCTBUU ¢ moAnyHKTOM 13.1 mynkra 8 [lomoxkenust o @enepanbHoOi ciy)0e 1mo
TEXHHMYECKOMY U SKCIIOPTHOMY KOHTPOIIIO, yTBepxkIeHHOro Ykazom Ilpesmmenrta Poccuiickoit
®enepanuu ot 16 aBrycra 2004 . N 1085. (B pen. [Ipukaza ®CTIK PD or 23.03.2017 N 49)

[Ipu wucnonb30BaHUM B HMH()OPMALMOHHBIX CHCTEMax CPEACTB  3alIUTHl  MHPOPMAIINH,
cepTU(DUIIMPOBAHHBIX MO TPEeOOBaHUSAM 0€30MaCHOCTH WHGOPMAIINH, YKa3aHHBIE CPEICTBA JOKHBI
OBITh CepTU(UIMPOBAHBl Ha COOTBETCTBHE OO0S3aTENBHBIM TpPEeOOBaHUSM IO OE30MaCHOCTH
nH(GOpMAIMK, YCTAaHOBIEHHBIM HOPMATHBHBIMH TPABOBBIMH aKTaMH, WJIA TpeOOBaHUSIM,
YKa3aHHBIM B TEXHUYECKUX YCIOBHSIX (3amaHusix mo OezomacHoctn). (B pen. I[Ipukaza ®CTIK PD
or 23.03.2017 N 49)

@OyHKIMH 0e30MaCHOCTH CPEICTB 3alIUThl HH)OPMAIUU JAOJDKHBI 00€CTIeunBaTh BBHIIIOJHEHUE MEp
1o obecnieyeHUI0 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX, COACPIKAIINXCSA B HACTOSAIEM TOKYMEHTE.
(B pen. Ilpukaza ®CTOK PD ot 23.03.2017 N 49)

st obecriedennss 1 w2 ypoBHEW 3alIUIIEHHOCTH TMEPCOHAIBHBIX JAaHHBIX, a TakkKe IS
oOecrieyeHus 3 ypOBHsI 3alLUIIIEHHOCTH MIEPCOHAIBHBIX IaHHBIX B MHPOPMALIMOHHBIX CUCTEMAX, JUIS
KOTOpPBIX K aKTyaJIbHBIM OTHECEHbl YIpO3bl 2-T0 THIIA, HPUMEHSIOTCS CepTU(UIUPOBAHHBIC
CpeCTBa 3alMThl HH(OPMAIMH, TPOrpaMMHOE 00ecIIedeHHe KOTOPHIX MPOIIIO MPOBEPKY HE HUXKE



yeM 1o 4 ypOBHIO KOHTPOJIS OTCYTCTBHSI HEJEKJIapUPOBAaHHBIX BO3MOXKHOCTeH. (B pen. Ilpukasza
OCTOK PO ot 23.03.2017 N 49)

13. IIpu ucnosb3oBaHUU B MHPOPMAITMOHHBIX CUCTEMaX HOBBIX MH(GOPMAIIMOHHBIX TEXHOJOTUNA U
BBISIBJICHUU JIOTIOJIHUTENBHBIX YIpo3 O€30MacHOCTH IMEPCOHAIBHBIX JAHHBIX, A KOTOPBIX HE
oTpeieieHbl Mepbl o0ecrieueHus: UX 0e30IacHOCTH, JTOJIKHBI pa3padaThIBaThCsl KOMIIEHCHPYIOLIUE
MEpbI B COOTBETCTBUU C MMyHKTOM 10 HacTosiero JOKyMeHTa.

Ipunoorcenue

k Cocmasy u cooeparcanuro
OP2aAHU3AYUOHHBIX U MEXHUYECKUX
Mep no obecneyenuio bezonacnocmu
NePCOHANILHBIX OAHHBIX NPU UX
o0bpabomke 8 UHPOPMAYUOHHBIX

cucmemax nepcoralbHvlx OQHHBIX

COCTAB M COAEP)KAHUE MEP IO OBECIIEYEHMIO
BE30HNACHOCTHU NEPCOHAJILHBIX JAHHBIX,
HEOBXO/IUMbIX JUISI OGECITEYEHUS KAXKIOTO U3
YPOBHEM 3AIIUIEHHOCTH MEPCOHAJIbHBIX
JTAHHBIX

YcnoBHoe ConepxaHue Mep 1o 00ecreyeHnto YPOBHU 3alUIIIEHHOCTH MTEPCOHATBHBIX
o0o3HavyeHue | 0e30MacHOCTH NePCOHANBHBIX JAHHBIX JTAHHBIX
1 HOMEp 4 3 2 1
MepBbl
I. Unentudukanms u ayreHTHGUKAIMSA CYObEKTOB 10CcTyna 1 00beKTOB gocryna (MAD)
MAD.1 nentudukanus u ayTeHTHPUKAIISL + H + H

[0JIb30BATENEH, ABISIOIINUXCS
a0OTHUKaMU OIepaTopa
MAD.2 N nentudukaius 1 ayreHTUGUKaus + +
yCTPOMCTB, B TOM YMCJI€ CTAllMOHAPHBIX,
MOOUJIbHBIX U HOPTATUBHBIX
MAD.3 YrpaBnenue uneHTuukaTopamu, B TOM [+ + + +
qrciie co3/laHue, IPUCBOEHHE,
[YHUUTOXKEHUE UJICHTU(PHKATOPOB
MAD.4 'YnpaBiieHUE CpeICTBAMU + + + H
ayTeHTU(UKAIUH, B TOM YHCIIE XpAHEHUE,
BbI1aya, MHUIMAIN3a1Ks, OJIOKMpOBaHHE
CpEICTB ayTeHTU(UKALIMY U IPUHSATHE MEP




B Clydae yTpaThl U (WJIH) KOMIIPOMETAIIHH
CPEJICTB ayTeHTH(UKAIINH

NAD.5

3amuTa 0OpaTHON CBSI3U IIPH BBOJIE
ayTeHTU(HUKAMOHHON nH(OpMaIuu

NAD.6

nentudukanus u ayTeHTHPUKAIISL
[MOJIb30BaTENICH, HE SIBISIOIIUXCS
[pabOTHUKAMU orepaTopa (BHEITHUX
0JIb30BaTENEH )

II.

praBJ’IeHI/IC JOCTYyIIOM CY6'IJ€KTOB JO0CTYyIIa K o0BbeKTaM JOCTYII

a (VIIJD)

VIIJIL1

Ynpasnenue (3aBeieHIe, aKTUBAIUS,
OJIOKUPOBAHUE U YHUUTOKCHHE) YUCTHBIMH
3aluCsIMU M0JIb30BaTeNEH, B TOM YUCIIE
BHEIIHUX M0Jb30BATEICH

-

+

V1.2

Peanm3anusa He0OOXOAUMBIX METOIOB

(TMCKPEIIMOHHBIN, MaHIaTHBIA, POJICBOM

WM MTHOW METOJI), TUTIOB (UTCHHE, 3aIHCh,

BBITIOJIHCHUE WM MHOW THII) U TIPaBUII
a3rPaHUYCHUS TOCTYIIA

VI3

Yupasnenue (¢punabTpanms,
MapIpyTH3aIus, KOHTPOJIb COSTMHEHU,
0JIHOHAIIpaBJIEHHAs Tepeiada U UHbIe
CIIOCOOBI YIIPABIICHUS )
H(OPMAIMOHHBIMH [TOTOKAMHU MEXTY
lyCTpoiicTBaMH, CEerMEHTaMU
H(OPMAIIMOHHOM CUCTEMBI, a TAKXKe
MeX1y UHPOPMALIMOHHBIMHU CHCTEMaMHU

VTIJ1.4

Paznenenue mosHoMounii (poJeit)
[OJIb30BaTeNEH, a AIMUHUCTPATOPOB U JIUII,
oOecrieunBaromux GyHKIIMOHUPOBAHNE
MH()OPMAIIMOHHON CHCTEMBI

VTIJLS

Haznauenre MUHUMAIILHO HEOOXOTUMBIX
[paB U IPUBUIIETUI MOJIb30BATEIISAM,
aIMUHUCTPATOPaM U JIUIAM,
o0ecreunBaoIUM (YHKIIMOHUPOBAHHE
MHGOPMAITMOHHON CHCTEMBI

VIIJL.6

OrpaHn4eHue HEYCHEITHBIX MOMBITOK
BXO/a B MH(POPMAIIOHHYIO CUCTEMY
(moctyna Kk ”HGOPMAIIMOHHON CUCTEME)

VIIJL.7

[TpeaynpexaeHue MOIb30BATENS IPH €ro
BXO0/I€ B MHPOPMAI[HOHHYIO CHCTEMY O TOM,
4TO B HH(POPMAIIMOHHON CHCTEME
[peai30BaHbl MEPHI 110 00SCIICUYCHHIO
0€30MMaCHOCTH IIEPCOHATBHBIX JaHHBIX, U O
HEOOXO0IMMOCTH COOIIOAEHUS
[YCTaHOBJICHHBIX OIIEPATOPOM MPABUI
00pabOTKH MEPCOHATBHBIX JTAHHBIX

VTIJL.8

OHOBCH_IGHI/IG IIOJB30BATCJIA ITOCJIC
CIICIIHOI'O BXOJ4a B I/IH(bOpMaLII/IOHHYIO




CHCTEMY O ero MPEeIbIAYIIEM BXO/IE B
MH()OPMAITMOHHYIO CUCTEMY

YII1.9 OrpaHuyeHue yncia napauieabHbIX
CCaHCOB JOCTYIA JUIS KaXI0U yYETHON
3aIyCH MOJIb30BaTeNs HH(POPMAIIMOHHOM
CHCTEMBI

YITI.10 biiokrpoBaHue ceanca JOCTyIa B +
MH(GOPMALMOHHYIO CHCTEMY I10CIIe
yCTaHOBJIEHHOT'O BpeMEHH Oe31eHCTBUS
(HEaKTUBHOCTH) IOJIb30BATENsI WIIM IO €T0
3aIpocy

YIIA.11 Paspenienue (3anper) neicTBHiA +
[10JIb30BaTeNel, pa3peIIeHHbIX 10
MeHTUDUKAIMT | ayTeHTU(DUKAITNH

YIId.12 [Tonnepxka U coxpaHeHHe aTpuOyTOB
0e3omacHOCTH (METOK 06€301acHOCTH),
CBSI3aHHBIX C MH(OpMaLKEl B mpoiiecce ee
XpaHeHUs] 1 00paboTKH

YII/.13 Peann3zanms 3alUIIEHHOrO yOaleHHOTO [+ +
ocTymna cyObeKTOB JOCTYyIa K 00beKTaM
TOCTyIa Yepe3 BHEIIHUE
H(OPMAIMOHHO-TEIEKOMMYHUKAITHOHHBIE
CETH

VIII.14 PernamenTaius 1 KOHTPOJIb -+ +
MCII0JIB30BaHUS B MH()OPMAIIMOHHOMN
CHUCTEME TEXHOJIOTHI 0€CITPOBOITHOTO
noctyna

YITO.15 PernameHnTaius 1 KOHTPOJIb -+ +
MCIIOJIB30BaHUS B MH(OOPMAIIMOHHOMN
CHCTEME MOOMJILHBIX TEXHUUECKHUX CPEJICTB

YIId.16 YTpaBlIeHUE B3aUMOACHCTBHUEM C + +
MH(OPMAIMOHHBIMH CUCTEMaMU
CTOPOHHHUX OpraHu3aluii (BHEUIHUE
MHGOPMAIMOHHBIE CHCTEMBI)

YITd.17 ObecnieueHre JOBEPEHHOM 3arpy3Ku
CPE/CTB BHIYHCIUTEIbHON TEXHUKH

I11. Orpannyenue nporpamMmmuoi cpensl (OI1C)

OI1C.1 YpaBneHue 3amyckom (0OpameHusIMu )
KOMITOHEHTOB MPOTPAMMHOTO
oOecrieueHusi, B TOM YHUCIIE ONPE/ICIICHNE
3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOiiKa
[apaMeTpoB 3aIycKa KOMIIOHEHTOB,
KOHTPOJIb 32 3aITyCKOM KOMITOHEHTOB
porpaMMHOro o0ecredeHust

OI1C.2 YrpaBneHne yCTaHOBKOH (MHCTAJUISIIHEH )
KOMITIOHEHTOB IPOTPAMMHOTO
oOecrieueHus1, B TOM YHUCIIE ONPEIeIICHNE
KOMIIOHEHTOB, MOJIJIC)KAIINX YCTAaHOBKE,




HACTpOIKa mapaMeTpoB YCTAHOBKU
KOMIIOHEHTOB, KOHTPOJIb 32 YyCTaHOBKOM
KOMIIOHEHTOB IIPOrPaMMHOT0 00ecredeHus

OIIC.3

Y cTaHoBKa (MHCTAUIALINS) TOIBKO
[Pa3pELIEHHOr0 K UCIIOJIb30BAHUIO
porpaMmMHOro odecredeHus u (Win) ero
KOMITOHEHTOB

OIIC .4

YrpaBneHne BpeMEHHBIME (aiiiaMu, B TOM
YKCIIE 3aMpeT, pa3pelIeHuE,
[epeHanpaBICHUE 3alUCH, YAAJIEHUE
BpEMEHHBIX (hailioB

I'V. 3amuTa MalmMHHBIX HOCUTENEH NMepcoOHANbHBIX JAaHHbIX (3HI)

3HI. 1

Y4yeT ManIMHHBIX HOCUTENEH
MEPCOHATBHBIX JAHHBIX

_|_

3HI.2

praBJ’IeHI/Ie AOCTYIIOM K MalllTMHHBIM
HOCHUTCJISIM IICPCOHAJIBHBIX JaHHBIX

_|_

3HI.3

KOHTpOHB NEPEMCIICHUS MAllIMHHBIX
HOCHUTEIICH MMCPCOHAJIBHBIX TAaHHBIX 3a
IpCaciibl KOHTpOHpreMOﬁ 30HbI

3HU.4

M ckmoueHne BO3MOXHOCTH
HECaHKIIMOHUPOBAHHOTO 03HAKOMJIEHUS C
coJiepKaHUEeM MePCOHAIbHBIX JaHHBIX,
XPpaHSIIMXCS HA MAaIIMHHBIX HOCUTEIISAX, U
(MJIM) UCTIOJIB30BaHUST HOCUTETIECH
[EepPCOHAJIBHBIX JAHHBIX B MHBIX
H(OPMAIIMOHHBIX CHCTEMaX

SHU.5

KoHTpoib ucrnosib3oBaHusi HHTEpPEiicoB
BBOJIa (BBIBOJIa) MH(OPMAIIUU HA
MaIIMHHbIE HOCUTEIH ITEPCOHAIBHBIX
ITAaHHBIX

3HU.6

KonTtposs BBOJa (BBIBOIA) MHPOPMAITUN
Ha MalllMHHBIE HOCHTEN TIEPCOHABHBIX
TAHHBIX

SHU.7

KOHTpOHB NOAKIOYCHU A MAallIMHHBIX
HOCUTEICH INECPCOHAJIbHBIX JAHHBIX

3HU.8

YHUUTOXEHUE (CTUpaHue) Win
00e3TMYNBaHNE IEPCOHATBHBIX TaHHBIX Ha
MAIIMHHBIX HOCUTEIISIX TIPH UX Mepeade
MEXK]Ty MOJIb30BATEISIMH, B CTOPOHHHUE
OpraHu3alMy ISl PEMOHTA WU
YTHITM3AIIMH, 2 TAKKE KOHTPOIIh
VHHYTOXKCHUS (CTHPAHHUS) HITH
00e3TMYNBAHUS

V. Peructpanus coosituii 6e3onacHoct (PCB)

PCB.1

OrnpeneneHue COOBITHI 0€30MTaCHOCTH,
MOJIeXKAIINX PETUCTPAIHH, K CPOKOB X
XpaHEeHUs

-

+

PCb.2

OHpGI[GJ'IeHI/Ie COCTaBa U COACPKAHUA




rH(pOpMaIu 0 COOBITHAX 0€30MMaCHOCTH,
[0/UIeKALINX PETUCTPAIIUU

PCb.3

COop, 3amuch U XpaHeHHEe HHPOPMAIIHH O
COOBITHSIX 0€30MaCHOCTH B TEUCHUE
[yCTAaHOBJICHHOTO BPEMEHU XPAHCHUS

PCb.4

PearnpoBanue Ha cOOM MPH PETUCTPALUN
COOBITHI 06€30MTaCHOCTH, B TOM YHCIIE
armapaTHbIE ¥ MPOTPAMMHBIE OIIMOKH,
cOou B MexaHH3Max cOopa nHMOpMaAIUH U
ITOCTHIKEHHE TIPE/IeIia WK NePerOTHEHHS
00BbeMa (EMKOCTH) aMsITH

PCb.5

MOHUTOPUHT (IPOCMOT), AaHATU3)
[PE3yJIbTaTOB PETUCTPALIUU COOBITUI
0€3011aCHOCTU ¥ pearupoBaHue Ha HUX

PCb.6

["eHeprpoOBaHE BPEMEHHBIX METOK U (HJTH)
CUHXPOHU3ALIUs CHCTEMHOTO BPEMEHU B
MHGOPMAITMOHHON CHUCTEME

PCb.7

SamuTa nHGOpPMALIUU O COOBITHIX
0e30nacHOCTH

+ -+

V1. AutuBupycHas 3amura (AB3)

AB3.1

Peann3aiiyisi aHTUBUPYCHOM 3aIlIUThHI

+ -+

AB3.2

OOHOBIeHNE 0a3bl JAHHBIX TPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPAMM

(BHpYCOB)

+ -+

VIIL. O6napysxenue prop;xkenuii (COB

COB.1

OO6Hapy)eHNE BTOPKEHUIN

-

COB.2

O6HOBJICHHE 0a3bl PENIAIONTUX MPABUIT

-

VIII. KonTposs (aHasin3) 3aUIEHHOCTH T1€

COHAJIbHBIX JaHHBIX (AH3)

AH3.1

BrisiBneHne, aHamu3 ysI3BUMOCTEN
MH()OPMAITMOHHON CUCTEMBI U
OIIEPaTUBHOE YCTPaHEHUE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

+

_|_

AH3.2

KOHTpOJIb yCTAaHOBKU OOHOBJICHHIA
[pOrpaMMHOro oOecredeHus, BKIYas
0OHOBJIEHUE TIPOrPAMMHOTO 00eCTIeUEHUS
CPEICTB 3aIlUThl HH(OPMAIIIU

AH3.3

KonTtpois paboTocnocobHOCTH,
MapamMeTpOB HACTPOIKHU U PABUIbHOCTH
(YHKIIMOHUPOBAHHS IPOTPAMMHOTO
oOecTieueHus ¥ CPECTB 3aIIUTHI
nHopmarumn

AH3.4

KoHTpoJIb cOCTaBa TEXHUYECKUX CPEJCTB,
[POrpaMMHOTO 00ECIIEYEeHHUS U CPECTB
3alUTHl HTHPOpMAIHK

AH3.5

KoHTpoIb paBuil TeHEpaLUU U CMEHBI
raposieil moyib30BarTenei, 3aBeJIeHUs U
yAaJeHUs YYETHBIX 3aIuceit
[10JIb30BaTeIEH, peayIi3aluy IPaBUl




[pa3rpaHUYeHus JOCTYIa, TOJTHOMOYNH
MoJIb30BaTeNel B UHPOPMAITHOHHON
cucTeMme

IX. Ob6ecrieyeHne NEeIOCTHOCTH HH()OPMAIIMOHHON CUCTEMBI U T1€

COHAJIbHBIX JaHHBIX

(OLUUT)

OLUL1

KOHTpOJIb 1IEIIOCTHOCTH MTPOTPAMMHOTO
oOecreueHus1, BKIIFOYasi IPOrpaMMHOE
oOecrieueHue CPeICTB 3aIUTHI
mHbOpMaIuu

_|_

+

01112

KoHTpOB 11€T0CTHOCTH EPCOHATBHBIX
ITAaHHBIX, COJICPIKALUXCS B 0a3aX JTaHHBIX
MH()OPMAITMOHHON CUCTEMBI

OLJI.3

O0ecrieyeHre BO3MOXHOCTH
BOCCTAHOBJICHHUSI IIPOIPAMMHOIO
oOecrieueHus, BKIIFOYask IPOrpaMMHOE
0OecrieueHUE CPEICTB 3alUThI
H(OpMAIUH, TPH BOSHUKHOBECHUH
HEIITATHBIX CHTYaIHi

OLUL.4

OOHapyXeHHEe U pearupoBaHKe Ha
MOCTYIJICHUE B MH(POPMALMOHHYIO
CHCTEMY He3alpalliBaeMbIX JIEKTPOHHBIX
cooO1ieHui (micem, JOKYMEHTOB) U HHOU
MHQPOPMAIUK, HE OTHOCSIIHXCS K

(b yHKIIMOHUPOBAHHUIO WHPOPMAIIMOHHOMN
CUCTEMBI (3alIuTa OT CllaMa)

o115

KoHTpousb conepkanus uHGopmanuu,
repenaBaeMoii U3 MHGOPMAIMOHHOM
CUCTEMBI (KOHTEHHEPHBIN, OCHOBAHHBIN Ha
CBOMCTBaX 00bEKTA IOCTYMA, U (WIJIN)
KOHTCHTHBIM, OCHOBAHHBIM HA IIOUCKE
BanpeleHHoN K rnepegadye nHpopMaliu ¢
MCIIOJIb30BAaHUEM CUTHATYP, MACOK U MHBIX
METO/I0B), M UCKIIFOUECHHE HEIIPABOMEPHOI
nepenadu nHGOpMaIK U3
MH()OPMAIIMOHHON CHCTEMBI

OLJL.6

OrpaHuyeHue Npas MOIb30BATENEH 110
BBOY HH(GOpPMAIMK B UHPOPMAITHOHHYIO
CUCTEMY

0117

KOHTpOJIb TOUHOCTH, MOJHOTHI U
MPaBUIBHOCTH JAHHBIX, BBOJAUMBIX B
MHGOPMAITMOHHYIO CUCTEMY

OL1J1.8

KoHTposb OmmMO0YHbBIX NeHCTBUI
MOJIb30BATENICH 110 BBOAY U (MJIN) TIepeiade
MEePCOHABHBIX JIAHHBIX U
[peIynpexIeHUE MoJIb30BaTeNel 00
OIMMOOYHBIX JEHCTBHUIX

X. Obecneuenue 10CTYynmHOCTH nepcoHanbHbIX JaHHBIX (O/(T)

OJIT.1

Mcnonbp30BaHue OTKaBOYCTOﬁqHBBIX
TCXHUYICCKUX CPCACTB




OJIT.2

PeszepBupOBaHNE TEXHUYECKUX CPEICTB,
[POrpaMMHOT0 0OecrieueH s, KaHAJIOB
nepenayn HHPOPMaIUH, CPEICTB
oOecrieueHus1 HyHKIIMOHUPOBAHUS
MH()OPMAITMOHHON CHCTEMBI

OJT.3

KoHTposib 6e30TKa3HOTO
(yHKITMOHUPOBAHUSI TEXHUIECKHUX
CpencTB, 0OOHAPYKEHHE U JIOKATH3AIIHS
0TKa30B (PYHKIIMOHUPOBAHUS, IPUHSATUE
Mep M0 BOCCTAHOBJICHHUIO OTKA3aBIITUX
CPEICTB U UX TECTUPOBAHHE

OJIT.4

[leproanueckoe pe3epBHOE KOMHUPOBAHHE
MMePCOHAIILHBIX JJAHHBIX Ha PEe3CPBHBIC
MAaIIIMHHbBIC HOCUTE/IH ITePCOHATBHBIX
TAaHHBIX

OJIT.5

OOecneueHre BO3MOKHOCTH
BOCCTAHOBJICHHUS TIEPCOHAIILHBIX JIAHHBIX C
[PE3EPBHBIX MAIIMHHBIX HOCUTEJICH
[EePCOHAIBHBIX JaHHBIX (PE3EPBHBIX
KOIIUIT) B TE€YEHHUE YCTAaHOBJICHHOTO
BPEMEHHOT'O HHTEPBAJIA

XI. 3amuTa cpensl Bupryanusanuu (3CB)

3CB.1

N nentudukaius 1 ayreHTUGUKaus
CyOBEKTOB JOCTyIa U OOBEKTOB JOCTYyIA B
BUPTYalTbHON HHPPACTPYKTYpPE, B TOM
qHCIIe aJIMUHICTPATOPOB YIIPABICHHS
CpeACTBAaMH BUPTYaJIH3aIHU

-

+

3CB.2

'YpaBineHue 10CTyOM CyObEeKTOB JOCTYIIA
K 00bEKTaM JIOCTyIa B BUPTYaJIbHOU
MH(PaCTPYKType, B TOM YHUCIIE BHYTPU
BUPTYAJIbHBIX MAIIUH

-

3CB.3

Peructpanus coObITHII 6€3011aCHOCTH B
BUPTYaIbHON HHPPACTPYKTYpe

3CB.4

Yupasnenue (¢punbTpanms,
MapIIpyTH3aluus, KOHTPOJIb COCIUHEHUS,
0JTHOHAIIPABJICHHAS TIepeiada) OTOKaMHU
MHMOPMAIUN MEKIY KOMIIOHEHTaMH
BUPTYaIbHON HHPPACTPYKTYPHI, a TAKKE
10 NEPUMETPY BUPTYaIbHON

MHGPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3Ka cepBepoB
BUPTYaU3al[i1, BUPTYAIbHON MallIUHbI
(KOoHTElHEPa), CEPBEPOB YIIPABICHUS
BUPTYyaJIM3alMEH

3CB.6

YrpaBneHue nepeMenieHueM BUPTYaIbHbBIX
MaIrivH (KOHTEHHEPOB) 1 00pabaThIBaeMbIX
HAa HUX JAHHBIX

3CB.7

KOHTpOHB OCJIOCTHOCTH BI/IpTyaJIBHOfI




MH(DPaCTPYKTYpHI U €€ KOH(bUTrypanui

3CB.8

Pe3epBHOE KONTMPOBAHUE IAHHBIX,
[pE€3epBUPOBAHUE TEXHUUYECKUX CPEJICTB,
MpOrpaMMHOTro 00ecreueHus: BUPTYalIbHOM
MH(PACTPYKTYPHI, a TAKXKE KAHAJIOB CBS3H
BHYTPU BUPTYAJIbHON HHOPACTPYKTYPHI

3CB.9

Peanuzauus u ynpaBiieHHe aHTUBUPYCHOM
3alUTON B BUPTYAJIbHOU HHMPACTPYKTYpE

3CB.10

Pa3Ouenue BUPTYaTbHONH HHPPACTPYKTYPHI
HA CETMEHTHI (CErMEHTUPOBAHUE
BUPTYaIbHON HHPPACTPYKTYPBI) IS
00pabOTKH IMEPCOHABHBIX JTAHHBIX
OTIIEJILHBIM TOJIb30BaTENEM U (MJIIH)
CpyNNou 1moJjib30BaTenei

XII. 3ammra Texandeckux cpeacts (3TC)

3TC.1

BamuTa nadopmanuu, odpadbareiBacMOit
TeXHUYECKUMU CPEICTBAMH, OT €€ YTEUKU
M0 TEXHMYECKUM KaHaJIaM

3TC.2

OpraHu3zanusi KOHTPOJIUPYEMOU 30HEBI, B
[peenax KOTOpOil MOCTOSTHHO
[pPa3MEeIIaroTCsl CTAllMOHAPHBIC TEXHUYECKHE
cpencTBa, oOpabaTbIBarOIINe
MH(POPMAIIUIO, U CPE/ICTBA 3aLIUTHI
MH(pOPMAIIUH, a TAKXKE CPEICTBA
oOecrieyeHus1 HYHKIIMOHUPOBAHMS

3TC.3

KoHTpob U ynpaBieHue Gpusndeckum
TOCTYIIOM K TEXHHYECKHM CPEJICTBAM,
CpeACTBaM 3alUThl HH(POPMALIUH,
CpelcTBaM 0OecTieueHUs
(hYHKIIMOHUPOBAHMS, a TAK)KE B
MOMEIIEHUS U COOPYKEHHUS, B KOTOPBIX
OHU YCTaHOBJICHBI, HCKJIFOUAIOIINE
HECaHKIIMOHUPOBAHHBINA (hU3UUYECKUI
ITOCTYII K CpeicTBaM 00pabOTKH
MH(MOpMaIUK, CPEICTBAM 3aIIUTHI
MHGOPMAIUK U CPEJICTBAM 00ECIICUCHHUS
(yHKIIMOHUPOBaHUSI HHPOPMALIMOHHON
CHCTEMBI, B IOMEIICHHS U COOPYKCHHUS, B
KOTOPBIX OHU YCTAaHOBJICHBI

3TC.4

Pa3merieHre ycTpoiicTB BEIBOA
(oToOpakeHus1) HH(GOPMAITUH,
MCKITIOYArOIIee €€ HeCAaHKIIMOHUPOBAHHBIH
IPOCMOTP

3TC.5

3amnuTa OT BHEITHUX BO3JICUCTBUN
(BO3/IEHCTBUI OKPYIKAIOIICH CPEJIbI,
HEeCTaOMIBHOCTH AJICKTPOCHAOKCHHUSI,
KOHJUIIMOHUPOBAHUS U UHBIX BHEIIHUX

(hakTOpOB)




XIII. 3ammra nHGOpPMAITMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBsI3H M nepeaaun gaHHbIx (3UC)

B31C.1

Paznenenve B nHGOpPMAIITMOHHON CUCTEME
(YHKIUH 110 YIIPaBICHUIO
(aIMUHUCTPUPOBAHUIO) HH(POPMALTMOHHOM
CHCTEMOM, yIPaBICHUIO
(aIMUHUCTPUPOBAHUIO) CUCTEMOM 3aIIUTHI
[EPCOHANBHBIX JTAHHBIX, QYHKIHIA IO
00pabOTKe MEePCOHANBHBIX JAHHBIX U HHBIX
(byHKIMH nHOOPMAITMOHHON CHCTEMBI

+

3UC.2

Hpe,I[OTBpaH_IeHI/Ie 3aJICPKKH UJIN
[IPCPbIBaHW BBIIIOJIHCHUS ITPOLUCCCOB C
BBICOKHUM IIPUOPUTCTOM CO CTOPOHBI
MpOoHCCCOB C HU3KUM IMPHUOPUTCTOM

31C.3

O06ecriedueHre 3amuThl TEPCOHATBHBIX +
MTAHHBIX OT PACKPBITUS, MOTU(PHUKAIINN U
HaBS3bIBaHUS (BBO/IA JIOKHOU
MH(pOpMaIUK) Mpu ee nepeaade
(TTOrOTOBKE K Tepeade) mo KaHajaam
CBSI3U, UMEIOIINM BBIXOJI 32 TIPEJIEIbI
KOHTPOJIHMPYEMOU 30HBL, B TOM YHCIIE
0ecpOBOAHBIM KaHAJIAM CBSI3H

31C.4

OObecrieueHre JOBEPEHHBIX KaHaa,
MapIIpyTa MeXIy aIMUHUCTPATOPOM,
[0JIb30BATEJIEM U CPEJICTBAMU 3AIUTHI
nHbopMarun (QyHKIUSIME 0€30ITaCHOCTH
CPEICTB 3aIIUThI HH(HOPMAIIH)

3UC.5

3anpeT HeCaHKIIMOHUPOBAHHOW yIaJICHHON
AKTHBALMHU BHJI€OKaMep, MUKPO(OHOB U
MHBIX TepUuGEpPUIHBIX YCTPOMCTB, KOTOPHIS
MOTYT aKTUBUPOBATHCS yJIAIEHHO, U
OTIOBEIICHUE T10JIb30BaTeNeil 00 akTUBaluU
[TAKUX YCTPOWCTB

31C.6

[lepenadya u KOHTPOIIb ETOCTHOCTH
aTprOyTOB 0€30MaCHOCTH (METOK
0e301aCHOCTH ), CBSI3aHHBIX C
MepCOHAILHBIMH JJAHHBIMH, P OOMEHE
VMU C UHBIMH WH()OPMAITMOHHBIMH
cHCTeMaMu

SUC.7

KOHTpOHB CaAHKIUOHHUPOBAHHOI'O U
MCKJIFOYCHUC HCCAHKIIMOHUPOBAHHOT O
MCIIOIL30BAHMS TEXHOJIOI U MOOMIILHOTO
KOIa, B TOM YHCJIC pCrucTrpanua CO6BITI/II\/’I,
CBSI3aHHBIX C UCIIOJIb30BAHUEM TEXHOJIOTHI
MOOMIILHOTO KOJa, X aHaJInu3 1
[P€arupOBAHUC Ha HAPYIICHUS, CBA3AHHBIC C
MCII0JIL30BAHUEM TEXHOJOIHI MOOHMIIEHOIO
KOJa

31C.8

KOHTpOJIb CAHKIIMOHUPOBAHHOIO U




MCKITIOYEHNE HECAHKIIMOHUPOBAHHOTO
MCIIOJIb30BaHUS TEXHOJIOTMH Mepeaun
[pe4r, B TOM YHCJIE PETUCTpPaLUsl COOBITUH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOT Ui
repesadr peyu, UX aHaJIu3 U pearnpoBaHUE
Ha HApYIICHUS, CBSI3aHHBIE C
MCIIOJIb30BAaHUEM TEXHOJIOTHIA MIepeadn
eun

31C.9

KOHTpOJIb CAHKIIMOHUPOBAHHOW U
MCKJIFOUEHHE HECAHKIIMOHUPOBAaHHOM
nepenavr BUAeOonH(OpMaIuu, B TOM YUCIIe
[pETUCTpaus COOBITUH, CBSI3aHHBIX C
nepenaveil BUuIeonHGopMaIm, ux aHain3
1 pearupoBaHUE Ha HAPYIICHHUS,
CBs3aHHBIE C Iepeayeit
BUICOMH(DOpMaITuU

B31C.10

[loaTBEp)KAEHUE IPOUCXOKIACHUS
MCTOYHUKA MH(POPMALIUH, TTOTy4aeMoil B
[IpoLieCcCe ONPEIEICHUS CETEBBIX aJPECOB
10 CETEBBIM HMEHAM WJIU OIPEACIICHUS
CETEBBIX UMEH 110 CETEBBIM aJpecam

SHC.11

OOecneueHue OJIMHHOCTH CETEBBIX
COEIMHEHUN (CeaHCOB B3aMMOJICHCTBHS), B
TOM YHCJIE IJIS 3alIATHI OT IIOJIMEHBI
CETEBBIX YCTPOWCTB U CEPBUCOB

31C.12

M cknmroyeHne BO3MOKHOCTHU OTpHULAHHA
I1OJIB30BAaTCICM (1)aI<Ta OTIIPAaBKH
MMEPCOHAJIbHBIX TAHHBIX APYTOMY
I10JIBb30BATCIIO

31C.13

VI ckirroueHne BO3MOXKHOCTH OTPHUIIAHMS
roJib30BaTesneM (akTa MOTydeHHs
[IEPCOHAIBHBIX JaHHBIX OT APYroro
[10JIb30BATENS

B31C.14

Mcnonb3oBaHue yCTPOIMCTB
TEePMUHAIBLHOTO IOCTYTIA JUIsl 00paboTKH
MEepPCOHATbHBIX JAHHBIX

BUC.15

3aruTa apXUBHBIX (haiiIoB, MapaMeTPOB
HACTPOMKHU CPEACTB 3alUThI HHPOPMAIHH
1 IIPOrPaMMHOI0 00ECIICUEHHUS M HHBIX
ITAaHHBIX, HE MMOJIC)KAIUX U3MEHCHHUIO B
rpoiiecce 00padOTKH MEPCOHATBHBIX
TAHHBIX

BUC.16

BrisiBieHne, ananu3 U 0JOKHUPOBAaHHE B
MH(OPMAITMOHHOM CUCTEME CKPBITHIX
KaHaJIOB Mepenayn nHGOpMaIi B 00X0.1
[pEaTM30BaHHBIX MEP WJIN BHYTPH
A3pELICHHBIX CETEBBIX MPOTOKOJIOB

SUC.17

Pa30neHre HHPOPMAITMOHHONW CHCTEMBI HA




CErMEHTHI (CErMEHTHPOBAaHNE
MH()OPMAITMOHHON CUCTEMBI) U
oOecrieueHue 3alIuThl IEPUMETPOB
CErMEHTOB WH(GOPMAIIMOHHOM CHCTEMBI

BUC.18

ObecnieueHne 3arpy3ku U UCIIOJTHEHUS
[IPOrpaMMHOI0 00eCIeueH!s ¢ MalllMHHBIX
HOCHUTEJIEH IEPCOHANIBHBIX JIaHHBIX,
NTOCTYIIHBIX TOJBKO JUISl YTEHHUS, U
KOHTPOJIb LIEJIOCTHOCTH JaHHOTO
IpOrpaMMHOI0 o0ecredeHust

3UC.19

305111 TPOIIecCcoB (BBITIOJTHEHUE
[porpamMm) B BBIJICJICHHOMW 00JIACTH NaMSTH

31C.20

3ammrTa 6€CrIpOBOIHBIX COCTMHEHUH,
MPUMEHSIEMBIX B HH(POPMALIMOHHON
crcreme

XIV. BrIsIBIICHUE UHITUJICHTOB U pearu

oBanue Ha Hux (MHII)

MHIIL 1

OHpCI[GJ'IeHI/IC Jnn, OTBETCTBCHHBIX 3a
BbISIBJICHHC MHIIUCHTOB U pCAaruipOBAaHUC
Ha HUX

_|_

HIL.2

OOHapyx)eHue, UACHTU(UKALUS U
€TUCTpAIHsI HHIIHCHTOB

VHIL3

CBoeBpeMeHHOE HH(HOPMHUPOBAHHUE JIHII,
OTBETCTBEHHBIX 32 BBISBJICHHUE HHIUICHTOB
1 pearupoBaHHE HAa HUX, O BOSHHKHOBEHUHT
WHIMICHTOB B MH(POPMAIIMOHHON CHCTEME
[10JIb30BATENSIMU M QIMUHICTPATOPaAMHU

VHIL.4

AHAJIM3 UHIMACHTOB, B TOM YHCJIE
OTIpEICIICHNE NCTOYHUKOB M PUINH
BO3HUKHOBEHMS MHIUJICHTOB, a TAKXKE
OIIEHKA MX IOCJICICTBUI

MHILS

[IpunsiTHE MEP TIO YCTPAHEHUIO
MOCJIEICTBUN UHIMJIEHTOB

WHIL6

[[1anupoBaHue U NPUHATHE MEP IO
[peI0TBPAILCHUIO TOBTOPHOTO

IBOSBHUKHOBCHU MHIIMJICHTOB

XV. Ynpasnenue koHpUrypamueit nHPopMarmoHHON CUC

JaHHBIX (YKO)

TCMbI U CHU

CTEMbI 3allIUTHI [ICPCOHAIBbHBIX

YK®.1

OmnpeneneHue UL, KOTOPBIM Pa3peIIeHbI
NIeCTBHS 110 BHECEHUIO U3MEHEHUH B
KOH(UTYpaLnio WH(HOPMAITUOHHOM
CHCTEMBI U CUCTEMBI 3aIIHUTHI
MepPCOHAIbHBIX JIAHHBIX

+

_|_

+

YK®.2

YpaBineHne H3MEHEHUSIMU KOH(pUTyparuu
H(OPMAITMOHHOM CUCTEMBI U CUCTEMBI
3aIUTHI IEPCOHAIBHBIX TaHHBIX

YK®.3

AHamu3 INOTCHIHNAJIBHOI'O BOS,I[GI\/’ICTBI/ISI
[JIaHUPYCMbBIX U3MCHCHUM B

KOH(bUTYpauyu NHPOPMAITHOHHOU




CHCTEMBI U CUCTEMBI 3aIIUTHI
[epCOHAIBHBIX JIaHHBIX Ha oOecrieueHue
3AIUTHI IEPCOHAIBHBIX TAHHBIX U
COrJIaCOBAHHME U3MEHEHUH B
KoH(purypanuu nHGOpMamOHHON
CHCTEMBI C JJOJDKHOCTHBIM JIUIIOM
(paOOTHUKOM), OTBETCTBEHHBIM 32
oOecrieueHue 6e30MacCHOCTH
MepPCOHATBHBIX JIAHHBIX

YK®D.4 JloKyMeHTHpOBaHHE WHPOPMAITIH + + H
(1aHHBIX) 00 U3MEHEHUSX B KOH(UTYpaIuu
MH(OPMAITMOHHON CUCTEMBI U CHCTEMBI
3alUTHI NEPCOHATBHBIX TAHHBIX

"+" - Mepa mo oOecrieuyeHUI0 0€30MaCHOCTH TEPCOHATIBHBIX JAHHBIX BKJIIOYEHA B 0a30BBIN HAOOP
Mep JUIS COOTBETCTBYIOIIETO YPOBHS 3aIUIIIEHHOCTH IEPCOHATBHBIX TAaHHBIX.

Mepsl o oOecniedeHnio 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, HE 00O3HA4YCeHHbIE 3HAKOM '+,
MPUMEHSIOTCST TIPH afanTanui 0a30BOro Habopa Mep M yTOYHEHUHW aJalTHPOBAHHOTO 0a30BOTO
Habopa Mep, a TakXke MpU pa3padOTKe KOMIICHCUPYIOIIMX Mep Mo oOecrnedeHuio 0e30MacHOCTH
MEePCOHANIBHBIX JIaHHBIX.




