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IlepeyeHb TEPMHHOB M COKPAIIlEeHUIT

Tepmun/coxpamienue

Onpenenenue/paciindposka

CAdES-BES noanuce

Cawmprif mpocroit popmar noanucu B ctannapre CAJES.
Tem He MeHee, aTpuOyTHI, BKIIOYaeMbIe B 3TOT ¢opmar,
00s13aTenbHBI U 1J1s 60J1ee CI0XKHBIX OpPMaTOB
nonmnuceit CAdES.

CAdES-T noamuce

3tot hopmar nmoanucu TpedyeT, 9TOObI B MOAIUCH OBLITH
oTpesieNICHHbIE aTpUOYTHI, a TaKXKe 100aBIseT
MH(GOPMAIUIO O TOYHOM BPEMEHHU CO3/IaHHUS MOAIHUCH,
MOJIyYEHHYIO OT JOBEPEHHOI'0 cepBepa. ITO MOMOTraeT
o0ecneunTh HaIe)KHOCTD U IEIOCTHOCTh OAIUCH, a
TaK)Ke yJIOCTOBEPHUTHCS B TOM, YTO OHa OblJIa CO3/1aHa B

OHpeI[eJIeHHBIfI MOMCHT BPCMCHHU.

eToken

eToken — 3T0 anmapaTHBIN yCTPOUCTBO (TakkKe
u3BectHoe kak USB-token wiu USB-kitou),
npeIHa3HauYeHHOE JJIsl XPaHEHUS M UCIIOJIb30BAHUS
AJIEKTPOHHBIX CEPTHU(PHUKATOB U KIItoUeH mMu(poBaHUs.
Omno npencrasisieT co60i HEOOIbIIOE YCTPOICTBO,

MOJKIII0YaeMoe K komIibtoTepy uepe3 USB-mopT.

eToken oGecnieunBaet 6e30mMacHOE XpaHEHHUE U 3ALTUTY
(G POBBIX CEPTUPHUKATOB, KOTOPBIE UCHIOIB3YIOTCS AJIs
ayTeHTU(UKALUH, INU(POBAHUS JAHHBIX U 3JIEKTPOHHOU
nonanucu. OH obnagaet GU3NUECKOi 3aUTON U
BCTPOEHHBIMU MEXaHU3MaMH 0€30MacHOCTH, KOTOPbIE
o0ecneunBaOT KOH(PUIECHIINAIBHOCTD U LETOCTHOCTD

XpaHUMBIX JAaHHBIX.

RuToken

RuToken — 370 poccuiickuii anmapaTHbIN
Kpunrollposaiinep, npeiHa3HaueHHBIN JUIsl XpaHEHUS U
MCIIOJIb30BaHUS AJIEKTPOHHBIX CEPTU(PHUKATOB U KITIOUEH
mmdpoBanus. OH ABISETCS aHAIOTOM MEXTyHAPOIHOTO
crangapra USB-tokena (eToken) u pazpaboran
koMmnanuen "Kpunro-IIpo" B cooTBeTCTBUM C
TpeOOBAaHUSAMHU POCCHICKOTO 3aKOHOAATEIHCTBA O

1 pOBOI TOJIHUCH.

NIl

WupuBunyansusiii npeanpuauMarens (UI1) — ato
duznyeckoe U0, 3apETUCTPUPOBAHHOE B KAUECTBE




Tepmun/coxpamienue

Onpenenenue/paciindposka

HHAWBUAYAJIbHOT'O NPCATPUHUMATEIIA U

OCYHICCTBJIAOIICC TPCANTPUHHUMATCIBCKYIO ACATCIIBHOCTD

Kpunrollposaiinep

Kpuntollpogaiinep (Cryptographic Service Provider) —
3TO MPOTPaMMHBIH MOAYJb MITH CITyX0a,
MPeIOCTaBIAIONMAs KpUNTorpaduyeckue GyHKINH U
oliepaly, Takue Kak reHepanus Kiouel, mudpposanue,
pacmndpoBaHue, CO3/1aHNUE U TIPOBEPKA IIEKTPOHHOM
noxanucu. KpunrollpoBaiinepsl obecriedynBaioT
6€30MacHOCTh JaHHBIX U KOH(UICHIIMAIBHOCTD
nH(pOpPMAIH NPU UCTIOIB30BaHUM Kpunrorpaduu. OHu
MOTYT OBITh UCIIOJIB30BAHbI B PA3IUYHBIX MPHIIOKEHUSX,
BKJIIOYAsi CUCTEMBI 3JIEKTPOHHOH MOAMKUCH, 3aLTUTY

JAHHBIX U CETEBYIO 0€30MaCHOCTb.

KpunrolIpo CSP

KpunrolIposaiinep, noaATBepkaacT NpaBUIbHOCTD
AJIEKTPOHHOM MOJIUCH BIIAJIeNIbLa, 3aIH(PPOBHIBACT
JOKYMEHT U OTIIPABJISET MIOIY4YaTelI0 4Yepe3 UHTEPHET,
MIOATBEPAUB IOPUIUYECKYIO JOCTOBEPHOCTD U

HEJIOCTHOCTh M3HAYAJIBHOTO JOKYMCHTA.

ITIK

[IK (mepcoHanbHbIN KOMIBIOTEP) — 3TO KOMIBIOTED,
MpeTHA3HAYCHHBIN JIJIS UCTIOJIb30BaHUS OJTHUM
nosib3oBatereM. OH OOBIYHO COCTOUT U3 IIEHTPATBLHOTO
npoueccopa (CPU), oneparuBnoii namsitu (RAM),
KECTKOTO JUCKA, MOHUTOPA, KIIABUATYPHI, MBIIIH U

APYTUX nepuepHiHbIX YCTPOMCTB

Ilnarun

[Tnarun (anra. plugin) — 3To mporpaMMHOE paciIupeHue
WM MOJYJb, KOTOPBIA 10OABISAET NOMOIHUTEIbHBIC
(GYHKIIMH UITH BO3MOXKHOCTH K OCHOBHOMY
nporpaMmMHoMy obecnieueHnto. OH UHTErpUpyeTcs B
OCHOBHOE MPHJIOKEHUE U TIO3BOJISET MOJIH30BATEIIO
paciupuTh ero GyHKIHOHATBEHOCTh 6€3 He0OXOMMOCTH

HU3MCHCHUA UCXOAHOI'0 KOoAa NpOorpaMmabl

ITopran

[Topran npenocTaBieHus Mep (PUHAHCOBOI
rOCyIapCTBEHHOU MOAACPKKU

VKOII

YcuienHast KBanmu(uIUpoBaHHas AJIEKTPOHHAS MOANUCH

— OTO OAWH U3 BUIOB 3JICKTPOHHBIX HOZ[HI/ICGI\/'I,




Tepmun/coxpamienue

Onpenenenue/paciindposka

onpenesneHHbIX PenepanbHbiM 3akoHOM OT 06.04.2011
Ne 63-D3 «O06 37eKTPOHHOM MOATIUCHY.

YcuienHas KBanmu(UIUpoOBaHHAs 3JIEKTPOHHAs
MOJIUCH 00J1a/1aeT BBICOKOI CTENEHbIO 3alUThI, TaK KaK
JUISL €€ CO3/1aHMs U IIPOBEPKU UCIIONIB3YIOTCS CPEACTBA,
MMEIOIIHE MTOATBEPKICHNUE COOTBETCTBHUS TPEOOBAHUSAM,
YCTaHOBJICHHBIM 3aKOHOATEJILCTBOM Poccuiickoi

denepanuu

OUO

Dammmusa Umsa OtyecTBO

OJI

PuU3nYECKOE JIULO — ATO PUANYECKOE MOHATHE,
KOTOpPOE UCIOJIb3yeTCs Ik 0003HAUYCHUSI OTIAEIHHOTO
YEJIOBEKA B €r0 KaYeCTBE YYACTHUKA I'PaXKJAHCKHUX
MIPaBOOTHOIICHUH, TO €CTh JIsl 0003HAYEHUS €ro B

Ka4yCCTBC Cy6’beKTa rpaXx1aHCKOTO ITpaBa.

OHC

®enepanbHas HAJIOTOBas CIIyx0a

0JI

IOpI/II[I/I‘-ICCKOe JIMIIO — 3TO OpraHU3anus, KOTopas
CO3aCTCsd Ha OCHOBC PETUCTPAUH B COOTBCTCTBYIOIIUX
roCcyaapCTBCHHBIX OpraHax U UMCCT OTHGHBHBIﬁ
HpaBOBOfI CTAaTyC U CaMOCTOATCIBHOCTb OT CBOUX

Y4aCTHUKOB

Ol

[Ipocras snexkTponnas noanuck (PenepanbHbIN 3aKOH
o1 06.04.2011 N 63-®3 «O06 31eKTPOHHOM MOATIUCH )




BBenenue

PykoBoacTBO moJib30BaTENsl COAEPKHUT OMUCAHUE U TMOJAPOOHBIE MHCTPYKIIUU IO
ycranHoBke miaruHa Kpunrtollpo u ycranHoBke cepTudukaTa 37A€KTPOHHON MOAMUCU s
yuactusi B otbope Ha Iloprane mpepocTtaBiieHuss Mep (UHAHCOBOW TrOCydapCTBEHHOMU
noanaepxku (manee — [loptan).

[IpenycnoBuem sBISIETCA, YTO PaHEE MOJIH30BATENb MOIYUUIT AIEKTPOHHYIO TOANUCH
HOJI/UIT/®JT B ynoctoBepsitomiem 1eatpe ®HC Poccuu, banka Poccuu, ®@enepanbHoro
Ka3Ha4YelCTBAa WJIM OpraHU3alliu, OCYIIECTBIAIOUIEH IEATEIbHOCTh B COOTBETCTBUU C

®enepanbHbIM 3ak0OHOM OT 10 nrong 2002 roga N 86-D3.



1 Kpunrollpo IIIII Browser plug-in

Kpuntollpo OIII Browser plug-in mnpencraBisgeT co00Ml  HHCTPYMEHT,
MpeIHa3HAYCHHBIN JJIs1 CO3JaHUsl U MPOBEPKHU 3eKTpoHHOU noanucu (DI1) npsimo Ha BeO-
CTpaHUIaX. DJTOT IUIaruH oO0JlalaeT IIUPOKUM CHEKTPOoM (YHKIHUM M TOAAECPKUBAECT
MHOKECTBO QJITOPUTMOB, BKJIIOYasi KaK BCTPOCHHBIE B OINEPALIMOHHYIO CHUCTEMY, TaK U
JIOTIOJTHUTENIbHO YCTaHOBJICHHBIE.

KpunTollpo DIII Browser plug-in mo3BoJisieT co3AaBaTh U MPOBEPATH KaK OOBIUHYIO,
TaK ¥ YCOBEPIIEHCTBOBAHHYIO 3JIEKTPOHHYIO MOANUCH. biarogaps BCTpOCHHOM MOAIepKKe
YCOBEPILIEHCTBOBAHHOM 3JIEKTPOHHOM IUPPOBOYN MOANUCH IJIATMH aBTOMATUYECKHU PEIIaeT
3a71a4M JJOKa3aTeJIhCTBA MOMEHTA MOJMUCH IOKYMEHTA U JIEUCTBUTENBLHOCTH cepTUduKaTa
KJIF0Ya MOJAMUCH Ha ’TOT MOMEHT, a TaK)Ke 00eCIeunBaeT BO3MOKHOCTh MPOBEPKH MOJIMUCU
0e3 HeoO0XoAMMOCTU OHalH-coenuHeHus. Kpome Toro, oH oOecrneyuBaeT apXUBHOE
XpaHEHHE IEKTPOHHBIX JTOKYMEHTOB.

Co3nganue W TpoBepKa TMOJNKHCU MPOUCXOJAT Ha CTOpPOHE moJib3oBatens. [lpu
ucnonb3zoBanuu Kpunrtollpo OIIII Browser plug-in, MoxHO 100aBIATh NOANUCH K
MOJMUCHIBAEMBIM JaHHBIM (mpucoeauHenHas OIl) wuim co3maBaTh €€ OTACIBHO
(otmenennas O11).

Kpuntollpo DI Browser plug-in pacnpocTtpaHseTcs: OecriaTHO B COOTBETCTBUU C
JULIEH3UOHHBIM COTJIAIIIEHUEM.

Kpuntollpo OIII Browser plug-in mpocTo WHTErpupyercss U NPUMEHSETCS B
COBpPEMEHHBIX Opay3epax ¢ MOoJJEePK KoM ciieHapueB JavaScript, TAKUX Kak:

— Sunexc.bpaysep

— Internet Explorer

— Microsoft Edge (na 6aze Chromium Bepcuu 104+)

— Mozilla Firefox

— Google Chrome (B Tom uncne Chromium-Gost. Ha 6aze Chromium Bepcuu 104+)

— Apple Safari

— Opera



Ba:xuno! Ilpu ucnonb3zoBanuu OpayzepoB Ha ocHOBe Chromium s cTaOuibHOM
paboThl Opay3epHOTO pacCUIMPEHHs PEKOMEHAYETCs OOHOBUTH Opay3ep 10 MocieaHen
BEPCUH (104+). [lpuunna  omucana  Ha  (dopyme caiita  Kpunrollpo
(https://www.cryptopro.ru/forum2/default.aspx?g=posts&m=134998#post134998).

[InarvH noaiep>;KUBaeTCsl Ha Pa3IUYHBIX ONEPAIMOHHBIX CUCTEMAX, BKIIIOYAs:

— Microsoft Windows (uHCTpyKLHs 0 ycTaHOBKe B .. 1.1.2.1)

— Linux (uHCTpyKIIUS IO yCTaHOBKE B 1.11. 1.1.2.2)

— Apple macOS (uHcTpyKIUs no ycTaHOBKe B m.11. 1.1.2.3)

Kpuntollpo BIII Browser plug-in mo3BoJisiEeT NOAMUCHIBATH Pa3IMYHBIE THIIBI
JAHHBIX, BKJIIOYAs SJIEKTPOHHBIE JOKYMEHTHI, JaHHbIE BeO-GopM, (ailibl, 3arpyKeHHbIE C

KOMIIBIOTCPA MMOJIB30BATCIIA, TCKCTOBEIC COO6H.[€HI/I$[ H Jpyruc.

1.1 IIpouecc padorsl ¢ Kpunrtollpo LI Browser plug-in

1.1.1 YcranoBka Kpunrollpo CSP

Jnga co3gaHWs W NPOBEPKU DSIIEKTPOHHBIX mnoanuced no amroputmam ['OCT
obsi3aTenbHO Tpebyercst ycraHoBka KpunrollpoBaiinepa, moaaepKuBaromero cTanaapThl
['OCT. Pexomenayercs ucnoisibzoBath Kpuntollpo CSP, yToOb1 00ecrieunTh KOPPEKTHYIO
paboty maruna. Ckauate Kpunrollpo CSP MoxHO ¢ oduiinanbHoro caiira.

Kpunrollpoaitnep Kpunrtollpo CSP ycranmaBmuBaercs nHa IIK nonws3oBarens
nokaibHO. OH TOAMHUCHIBAET JOKYMEHTBI, OOpaiasich K cepTU]UKATy >3IEKTPOHHOU
noanucu B peectpe kommbioTepa, Ha eToken mnu RuToken («draemkay maist xpaHeHHs
YKO3II), cMapT-kapTax u Ipyrux HOCUTEIAX.

YcraHoBka MpOU3BOAUTCS C NUCTPUOYTHBA, mojydyeHHOro c¢ caita «Kpunrollpo»
(https://cryptopro.ru/). Ins Toro 4ToObl cKayaTh AUCTPUOYTUB HEOOXOIUMO:

1) 3amycTuTh UHTEPHET-0003peBaTENb ABOMHBIM HAXKaTHEM JIEBOM KHOIKHU MBIIIH
Ha €ro sipJiblKe Ha paboyeM CToJie WM HaxaTh KHONKY «Ilyck» U B OTKpBIBIIEMCS MEHIO
BBIOpATh MYHKT, COOTBETCTBYIOIIUN HHTEPHET-0003pEBATEIIIO.

2) B alpeCHOU CTpOKE MHTEpPHET-0003peBaTes BBECTH azpec:



https://cryptopro.ru/products/csp
3) Otkpoercs cTaHuma c caifra ¢ caiita «Kpunrollpo» maist ckaurBaHUS ¥ YCTaHOBKA

(1) Kpunrollpo CSP (Pucynoxk 1).

Pucynok 1. Ctpanuna caiira «KpunrolIpo»

Ha cTpanune nponucanbl MUHUMAaNbHBIA HAOOp NEWCTBUM AJisi Hayajga pabOTHI C
3JICKTPOHHOM NOANMMUCHI0. Ha TaHHBIN MOMEHT J1J1s1 BO3MOXHOCTH ckadath Kpunrollpo CSP
no TpeOOBAHUSAM 3aKOHOJATEIbCTBA HEOOXOIUMBI HUACHTU(PUKAIMOHHBIE JaHHbIE —
noTpedyeTrcst IPOUTH MPOCTYIO perucTpanuio Ha caiite « Kpuntollpo»

Ha crpanune Ttakke mpeacTaBieHbl MNOAPOOHBIE HHCTPYKIIMU KaK YCTaHOBUTH

Kpunrollpo Ha paznuyHbie BUABI ONepalluOHHbIX cucteM (PucyHok 2).

Pucynok 2. biok ¢ HHCTpyKIHSIMH

Ccpuiku Ha opuUIIUANIBHYIO HHCTPYKIHIO 10 ycTaHoBke Kpunrtollpo CSP:



1) Windows:
https://cryptopro.ru/sites/default/files/docs/csp/5012/%D0%96%D0%A2%D0%AF%D0%
98.00101-
02%2092%2001.%20%D0%98%D0%BD%D1%81%D1%82%D1%80%D1%83%D0%B
A%D1%86%D0%B8%D1%8F%20%D0%BF%D0%BE%20%D0%B8%D1%81%D0%B
F%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%
B8%D1%8E.%20Windows.pdf

2) macOS:
https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/232/0/rbot-s-

kriptopro-csp-v-macos

3) Linux:

https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/390/0/rbot-s-
kriptopro-csp-v-linux-n-primere-debian-11

BaxHO 03HaKOMHUTBCA C MHCTPYKLMEH Mo ycTtaHoBKe auctpubyTtuBa Kpunrtollpo
CSP, utoObl u30€kaTh BO3MOXKHBIX OIIMOOK. PexkoMeHayercss BCeM IMOIb30BaTENSIM
o0paTUTbCsl K MHCTPYKLUMSM OPU BO3HHUKHOBEHHHM BOIPOCOB. DTO IMOMOXKET CHU3HUTh
BEPOSITHOCTh MPOOJIEM U 00ECTIEYUT YCIEIIHYI0 YCTAHOBKY MPOrPAMMHOIO 00eCTIeUeHusI.
NHCTpyKIMS  CONEpPXKUT NOAPOOHOE ONHCaHWE Ipoliecca YCTaHOBKH, BKIOYas
HE00XO0MMbIE KOMIIOHEHTBI, HACTPOMKH U PEKOMEHIALIUH.

Hns  ycranoBku Kpunrollpo CSP mnonp3oBaTento HyXKHO 3amyCcTUTh (aiin
nuctpubytuBa CSPSetup.exe. u ciegoBaTh yKa3aHUSIM HA SKPaHE WM UHCTPYKIUH.

Ecnn no xakuM-1100 NMpUYMHAM CChUIKA, MPEICTaBI€HHAs BbILIE, HE padOTaeT, TO
BO3MOKEH aJIbTEPHATUBHBIN MyTh:

1) Ilepeitnute Ha oburmanpHbii BeO-caiT Kpunrollpo (https://www.cryptopro.ru)

U HaiiauTe pazaen npoaykTtsl (1) uiu ckadats (2) (Pucynok 3).
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Pucynok 3. Mento opunnansHoro caiita Kpunrollpo

2) B paznene neo6xoaumo BeiOpath Kpunrollpo CSP.

3) Hanee HeoOXOIUMO BBIOpATh COOTBETCTBYIOIIYIO BEPCHIO [JIsi OMEPalMOHHON
cucteMbl (Windows, Linux u T. 1.), MOCJ€ YEro 3arpy3uTh YCTAHOBOYHBIN (haill.
Bo3MoxxHO, mepes 3TUM MOTpeOyeTCs MPONTHU PETUCTPAIUMI0 HA CAaWTe WM BBINOJHUTH
aBTOPU3ALIMIO, €CIIU BBl )K€ paHEe PEruCTpUPOBAIIUCE.

4) Tlocne 3aBepleHHs] 3arpy3Kd HEOOXOAMMO 3alyCTUTh YCTAaHOBOYHBIN (ailn u
CJIeI0BaTh MHCTPYKLHMSIM Ha dKpaHe. Y OeluTech, 4TO y Bac €CTh MpaBa aJMUHHUCTPATOPA
JU1sl yCTAHOBKH IIPOTPAMMHOI0 00€CTIeYEHHUS.

5) Bo Bpemsi yCTaHOBKH MOXET MOTPEOOBATHCA BHIOOP KOMIIOHEHTOB, KOTOPHIE BBI
XOTUTE YCTAaHOBUTh. BHUMATENIbHO MPOUYUTANTE ONMHCAHUS KOMIOHEHTOB U BBIOEpUTE TE,
KOTOpbIe HE0OX0AUMBI. OOBIYHO YCTAHOBKA BKJIFOYAET 0a30BbIe KOMIIOHEHTHI, IpaiiBEphl U
MHCTPYMEHTHI 1151 pa0OThI C cepTU(PUKaTaMU U KpUnTorpaduei.

6) IlponomxkaiiTe yCcTaHOBKY, Cleqys yKa3aHUsAM Ha 3KkpaHe. [Ipu HeoOxoaumocTu
BBIOEpPUTE MTyTh YCTAHOBKU U HACTPOUKH 110 YMOJIUAHUIO UM HACTPONTE UX B COOTBETCTBUU
C BalllUMU TPeOOBAHUSIMU.

7) Ilocne 3aBeplieHHMs yCTAaHOBKM MOXET NOTpeOOBaThCs  Iepe3arpyska
KoMmmnbioTepa. CrenyiTe yka3aHUsIM Ha JKpaHE U Nepe3arpy3uTe CHUCTEMY, €CIU 3TO

Tpedyercs.
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1.1.2 YcranoBka Kpunrollpo JIII Browser plug-in

[TnaruH obecrieuynBaeT B3aMMOICHCTBHE MEXIY BeO-CTpaHUIIAMH BaIliero Opaysepa
u KpunrollpoBalinepom B onepaninoHHOM cucteMe. OH MO3BOJIAET CO34aBaTh U MPOBEPATH
DIEKTPOHHBIE TMOMMUCH TIPSIMO Ha BeO-cTpaHumax. Jlns KOpPpeKTHON yCTaHOBKHU
PEKOMEHIYeTCsI BOCTIOJIH30BAThCSI MHCTPYKIIMEH, MPEIOCTABIICHHOW Ha OPUITMATBLHO CalTe
Kpunrollpo:

— VYcranoBka Kpuntollpo OIII Browser plug-in B  Windows —
https://docs.cryptopro.ru/cades/plugin/plugin-installation-windows.

— YcTaHOBKa Kpunrollpo OUIT Browser  plug-in B *nix  —
https://docs.cryptopro.ru/cades/plugin/plugin-installation-unix.

— VYcranoBka Kpunrollpo O3III Browser plug-in B Apple macOS -
https://docs.cryptopro.ru/cades/plugin/plugin-installation-macos.

WHCcTpyKIIMM TpUBEACHBI NI yA00CTBA TaKXke HUXKE 0e3 W3MEHEHHH, COTJIACHO

uH(pOopMalnK, TPEeACTaBIeHHON Ha opunnanbHoM caiite Kpunrollpo.

1.1.2.1 Ycranoska Kpunrollpo DIII Browser plug-in B Windows

st koppekTHOTO (YHKIIMOHUPOBAHUSI BeO-cTpaHull, ucnoib3yromux Kpunrtollpo
OUII Browser plug-in, HemocTaTouHo pacimupeHus ais Opayszepa. CHayana HEOOXOAUMO
cKa4aTh YCTAHOBOYHBIN (haill M yCTaHOBUTH €r0, COOII01ast HacToAIY 0 NHCTpYyKIIUIO

Jlns pabothl mnaruHa tpebyercst yctaHoBieHHb Kpuntollpo CSP Bepcun 4.0 u
BBIIIIE.

JuctpuOyTUB M UHCTPYKIUIO 1O YCTAaHOBKE MOXHO TOJIYyYHTh Ha caiTe
https://cryptopro.ru/products/csp.

1) Cxkauaitte nporpammy ycranoBku. Kpunrollpo DIII Browser plug-in goctymnen
o https://www.cryptopro.ru/products/cades/plugin/get 2 0

2) 3amyctute ucnonuseMbiid gaiin cadesplugin.exe (Pucynoxk 4).
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& cadesplugin.exe

Pucynox 4. UcnionusieMsblil ¢aiin

3) Hoareepaute ycranoBky Kpunrollpo SIIT Browser plug-in (Pucynok 5).

Kpuntolpo 3LIM Browser plug-in

Ycranoeute Kpuntolpo 3UM Browser plug-in?

&1 w

Pucynok 5. YcraHoBka

4) Eciu mnotpebyetcsa, pazpemute Kpuntollpo IIIII Browser plug-in BHecTn

M3MEHEHUS MyTeM HaxkaTus KHOnku «Jla» (PucyHok 6).

(&) KoHTpOo/ib yueTHbIX 3anuceri Nonb3osatenen -

Bbl XOTUTe paspeLunTb CeaytoLleli NporpamMmmMe BHeCTH

W3MEHEHUA Ha 3TOM KOMﬂthTepe?

Wma nporpammbi: Kpuntolpo 3N Browser
, plug-in

MpoBepeHHbIit nsgatens: CRYPTO-PRO

WcTounuk daitna: KecTkuit gncK KOMNbIOTEPa
@ Mokasate nogpo6HocTk Aa Her

Ha oiika BblA3YMN TAKUX '."BE,’J.CMJ'IeHHI:“

Pucynok 6. Bergaua pa3penienus
5) Hoxautecb oxonHyaHus yctaHoBku Kpunrollpo OIII Browser plug-in

(Pucynoxk 7).

Kpuntolpo 3LM Browser plug-in

ﬂl]l WaeT HacTpoiika Kpuntolpo 3N Browser plug4n

OcTasweecs pema: 31 cex

|| Omvera

Pucynox 7. Lluki ycraHOBKU
6) Ilocne okonuanusa ycranoBku Kpuntollpo DIII Browser plug-in naxkmute OK

(Pucysnoxk 8).
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Kpuntolpo 3L Browser plug-in X

Kpuntolpo 3L Browser plug-in ycnewHo yctaHosneH.
[nsa xoppexTHoit pabotel Kpuntolpo 3LUIM Browser plug-in moxer
notpebosatbca nepesanycTuts Bpaysep.

Pucynok 8. [lonTBepkaeHne yCTaHOBKU

JlanpHeluye HaCTPOMKHY pa3anvaroTcs B 3aBUCUMOCTH OT MCIIOJIb3yEMOTO Opay3epa.

bpayzep Chrome (Chromium Edge, Chromium Gost): 3amyctute Opay3ep u
JOXKAUTECHh OMoOBelIeHus: 00 yctaHoBieHHOM pacuupennn «CryptoPro Extension for
CAdES Browser Plug-in». Bxitouute 310 pacumupenue. Ecim Ha KOMIIbIOTEpE paHee yxke
BBINOJIHsUIaCh ycTaHoBKa paciupenus: CryptoPro Extension for CAdES Browser Plug-in, a
NOTOM OHO ObUT yJajaeHo WM Bbl ucnosnbdyere Chromium Edge, ero morpeOyercs
YCTaHOBUTH OTJIEJIBHO. Jns 3TOTO nepenuTe o aapecy
https://chrome.google.com/webstore/detail/cryptopro-extension-for-
c/iifchhfnnmpdbibifmljnfjhpififfog u ycranoBure pacmmpenne u3 uHTEpHET-Mara3mHa
Chrome (Pucynok 9). Yo6eautech, 4To paciiipeHrue BKJIOYEHO Ha CTPAHUIIE PACIIUPEHUI.

(Pucynoxk 10).

@__ [lo6aBneHo paclumMpeHne uan NpUAoXeHue:
%" CryptoPro Extension for CAdES Browser Plug-in

AHa U3 NPOrpaMmM Ha E3WEM KOMNbIOTEPE YCTaHOEMNA
c J
pacluvperne, KOTOPOE MOXET BAMATL Ha paboty Chrome.

Paspewenus:
. ijC".-lch U U3MEHEHWE BaWMX AaHHBIX Ha NOCEWAaEMbIX caiTax

*» YCTaHOEKE COSAMHEHMA CO CMEXHEIMM HATUBHBIMK
NpUAOKEHNAMU

)[,:,Z-ﬁi_ pacumpenve ’ Yaanute

Pucynok 9. Bxirouenne pacuimpenus
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CryptoPro Extension for CAJES Browser Plug-in

Paclumpexune No3BonseT UCNONb30BaTh
KpunTtolpo 3LM Browser plug-in B 6paysepe.

%

Ons paboTbl TpebyeT ycTaHoBnerHoro 3LM

MoppobHee Yaanutbo

COXPBHMTb CTPaHMLY KaK...

Cosgate apnsik...

YaaneHue AaHHEIX O NPOCMOTPEHHEIX CTPAHMLAX...

Ctrl + Shift + Del

Pacwuperus
Avcneruep 3agau Shift + Esc
WHcTpymeHTel paspabortunka Ctrl + Shift + |

Hosasa sknaaka
Hosoe okHo

Hosoe ox+o E PEXMNME MHKOTHUTO

Wcropua
3arpysku
3axnaaxwn

Macwrab

Meuvats...
Tpaxcaauva...
Haiitw...

JlononHuTENbHEIE MHCTPYMEHTHI
WsmenuTe Bripesate
Hacrpoiiku

Cnpaska

Beixoa

Pucynok 10. AkTuBanus pacmmpeHus

bpayzep Opera wunu Sunpexc.bpaysep: pacmupenue

Konuposat

Q % »
Ctrl + T
Ctrl + N

Ctrl = Shift + N

Ctrl + )

Bcrasute

JOCTYIIHO IO ajapecy

https://addons.opera.com/ru/extensions/details/cryptopro-extension-for-cades-browser-

plug-in/ (Pucynok 11).

CryptoPro Extension for CAdES Browser Plug-in -

BTOP: Cryptopre

a 0
4 : >‘
- (5)

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers

Requires CryptoPro Browser Plug-in for work.

Mpaea goctyna

CHUMMOK 3KpaHa

Jlo6aeuts B Opera

O pacwupeHuun

3arpyzku: 435 076

Kareropua: MHcTpymeHTE!l pazpaboTtumk
Bepcur: 1.2.5

Pazmep: 60,2 Kb

O6H

oBneHo: 27 Horbpa 2017 .

INuuexznorHoe cornawenwve: Copyright

Pucynok 11. Pacmupenne Opera unu SAunexc.bpaysep

bpaysep Firefox:

CKayauTe

pacuimpeHue o

aapecy

https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro

extension_latest.xpi u yctanoBuTe B Opay3ep camocTtositenbHO (Pucynok 12).
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MpoBepuTb Hanuune oBHOBAEHNI

+ Mokasate HepasHME 0BHOBNEHNA
,¢ MonyunTts AononHe... X <A

YcTaHoBUTL 4ONONHEHNE U3 Paiina...
*n PacwupeHus OTaaaka AONOAHEHMI
¥ ApTomaTnyecku 0BHOBNATE AONONAHEHUA

7/ Tembl YCTaHOBUTE ANA BCEX AONONHEHUI PEXMM 3BTOMAaTUHECKOro 0BHOBAEHNA
»

Bl NrarvHel

Pucynok 12. Pacuiupenue Firefox

Bbpaysep Microsoft Internet Explorer: He TpeOyeTcsi TOMOTHUTEIbHBIX HACTPOEK.
[IpoBeppTe KOPPEKTHOCTH YCTAaHOBKH Ha CTPaHUIE TPOBEPKH IUIarWHA
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes sample.h
tml.
J17151 5TOTO B OTKPBIBIIEMCS OKHE TIOJITBEPIUTE JOCTYII ITyTEM HAKATHUS KHOTIKH «Jla»
(Pucynoxk 13).
B Noamsepeaesme socryna

3ToT BEG-CaNT NBITAETCA BLINOAHUTE OMEPALNIO C KIOHaMN MK
! CEpTM¢MKaTBMM OT UMEHW NONB3CBATENA.

'https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html’

BbinonHeHue Taknx onepauwﬁ CNEAYET paspeLLaTe TONBKO ANA
Be6—caﬁros, KOTOpbIM Bbl AOBEPAETE.

YroBbl OTKAHOUNTE ABHHOE NOATEEPXKAEHUE AN KOHKPETHOrO
Be6-caiiTa, ero MoxHo 406aBNTE B CNMCOK AOBEPEHHDBIX BEG-CalTOB,
AOCTYMHBIN H3 CTPEHULE HACTPOEK HEPES MEHID
Myck->KPUMTO-MPO->Hactpoiikn LM Browser plug-in.

Paspewwnts 31y onepaumio?
—
Pucynoxk 13. [IpoBepka KOPpEKTHOCTH YCTAHOBKH IJIarMHa

Ecnu ycranoBka Kpunrtollpo DIII Browser plug-in mpomuia ycnemHo, mosSBUTCS
okHO ¢ Haamucelo «Ilmarun 3arpyxen» (Pucynok 14), ykazaHueMm €ro BepcUU U

ucnons3dyemont Bamu Bepcun Kpunrollpo CSP.
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Pucynok 14. IInarun 3arpyxeH

1.1.2.2 Ycranoska Kpunrollpo DIII Browser plug-in B *nix

Hns paborsr Kpuntollpo DIII Browser plug-in Ttpedyercsi ycTaHOBICHHBIN
Kpunrollpo CSP Bepcuu 4.0 u Bbiiie. JJUcTpuOyTUB U UHCTPYKIUIO 110 YCTAHOBKE MOYXHO

NOJIy4YUTh 110 aapecy http://cryptopro.ru/products/csp/overview.

Hns  pabotet Kpunrtollpo OIII Browser plug-in o06si3aTenbHa ycTaHOBKa
naketa cprocsp-rdr-gui-gtk 1 OTCyTCTBHE yCTAaHOBJIEHHOTIO MaKeTa cprocsp-rdr-gui.

1) Ckauaitte u pacnakyite apxuB ¢ Kpunrollpo DT Browser plug-in. ApxuBsl
MOXHO cKayaTh o ajapecy https://www.cryptopro.ru/products/cades/plugin/get 2 0.

2) YcranoBute mnaketsl cprocsp-pki-cades u cprocsp-pki-plugin u3 apxusa. Ilpu
HCIIO0JIb30BaHUU HEKOTOPBIX 64-0uTHBIX Bepcuit Kpunrollpo CSP nns rpm auctpuOyTruBoB
noTpedyercs ykaszarh ¢iar --nodeps

JlanpHelmune HaCTPOMKHY pa3anvaroTcs B 3aBUCUMOCTH OT MCII0JIb3yEMOTO Opay3epa.

bpayzep Chrome (Chromium Edge, Chromium Gost): 3amyctute Opaysep u
JOXKAUTECh OMoOBelIeHus 00 yctaHoBieHHOM pacuupennn «CryptoPro Extension for
CAdES Browser Plug-in». Bxitouute 3To pacmupenue. Ecim Ha KOMIIbIOTEpE paHee yxke
BBINOJIHsIach ycTaHoBKa paciupenus: CryptoPro Extension for CAdES Browser Plug-in, a
NOTOM OHO ObUI yJajaeHo WM Bbl ucnosnbdyere Chromium Edge, ero morpeOyercs
YCTaHOBUTH OTJIEJIBHO. st 3TOTO nepenuTe o aapecy
https://chrome.google.com/webstore/detail/cryptopro-extension-for-
c/iifchhfnnmpdbibifmljnfjhpififfog u ycranoBure pacmmpenne u3 uHTEpHET-Mara3mHa
Chrome (Pucynok 15). Yoenurtecs, 4ToO paciiipeHre BKIIOUEHO HA CTPAHUIIE PACIIUPEHUH.

(Pucynoxk 16).
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. [lo6aeneHo paclumpeHye nan NpuaoXeHue:
4 CryptoPro Extension for CAdES Browser Plug-in

Opara U3 NporpaMM Ha BaleM KOMMbIOTEPE YCTaHOBMAa
paclmperve, KOTOPOE MOXKET BAUATL Ha paboty Chrome.

Paspewerus:

. npOCMOTp W U3MEHEHVE BalWMX AaHHbIX Ha NOCELWAEMbIX canTax

« YcraHoska COEANHEHMNA CO CMEXHEBIMU HATUBHDIMKX
NPUACKEHNAMU

Bxntounts pacumpenue Yaanute

Pucynoxk 15. BkinroueHnue pacmmpenus

CryptoPro Extension for CAdES Browser Plug-in
% PaclumpeHue No3BONAET UCNONb30BaTb

KpunTolpo 3UMN Browser plug-in B 6pay3sepe.

nA paboTbl TpedyeT ycTaHoBNeHHoro 3LN

MoppobHee Yaanutb

CoxpaHuTe CTpaHNLY KaK...

Cosgate apasik...

)’Aanewe AgHHBIX O NPOCMOTPEHHBIX CTPAHWUAX...

Pacwuperus

Avcnetuep 3agay

WHcTpymenTel paspaboTtynka

Ctrl + S

Ctrl + Shift + Del

Shift + Esc

Ctrl = Shift + |

Hosas sknaaka
Hosoe okHo

Hosoe ok+o B PEXMNME MHKOTHUTO

Wcropua

3arpysku

3axnaaxu

Macwrab

Meuvats...

Tpaxcasuva...

Haiimw...

JlononHuTENBHBIE MHCTPYMEHTSI
WsmenuTe Bripesate

Hacrpoiiku

Cnpaska

Brixoa

Pucynok 16. AktuBanus pacmpeHus

bpayzep Opera wunum Sunpexkc.bpaysep: pacmupenue

Q & » :
Ctrl + T
Ctrl + N
Ctrl + Shift + N
4
Ctrl + )
4
- 9% + H
Ctrl + P
Ctrl + F
»
Konupogats Bcrasuts

JOCTYIIHO IO ajapecy

https://addons.opera.com/ru/extensions/details/cryptopro-extension-for-cades-browser-

plug-in/ (Pucynok 17).

CryptoPro Extension for CAdES Browser Plug-in

asTop: cryptopro
R (5)

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers. fo)

Requires CryptoPro Browser Plug-in for work.

Mpaea goctyna

CHUMOK 3KpaHa

+  [lo6aButk B Opera

paclwmpeHum

3arpyzku: 435 076

Kareropua: UHCTpymeHT! paspabotumk
Bepcur: 1.2.5

Pazmep: 60,2 Kb

ObBHoeneHo: 27 HoRbpA 2017 .
INuuexaunorHoe cornawenwve: Copyright

Pucynoxk 17. Pacuupenne Opera unu Aunexc.bpaysep
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bpayzep Firefox: CKayaiTe pacmmpeHue o angpecy
https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox cryptopro

extension_latest.xpi u yctanoBute B Opay3ep camocTtositesbHO (Pucynok 18).

MpoBepuTb Hanuune oBHOBNEHNI

v I'onasa'rb HEA3BHWE 06HOBI1€HI/IR
,¢ MonyuuTe AOMNONHE... & oA

YcTaHoBUTL AONONHEHNE U3 paiina...
*‘ Pacmwpewq Otnaaka AoNONHEHWI
v A§TOMETM"I€CKM O6HOBI‘IRTb AONONHEHNA

/ TeMb| ygTaHOBMTh ANA BCEX AOI‘IOI’IHEHMﬁ PEXKWUM aBTOMATUYECKOTO oBHOBNEHNA
»

Bl NrarvHel

Pucynok 18. Pacmupenue Firefox

Bbpay3sep Microsoft Internet Explorer: He TpeOyeTcsi 1OMOTHUTEIbHBIX HACTPOEK.
[IpoBepbTe KOPPEKTHOCTh YCTAaHOBKH Ha CTpaHUIE TMPOBEPKH IUIarWHA
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes sample.h
tml.
J17151 5TOTO B OTKPBIBIIEMCS OKHE TIOITBEPIUTE JOCTYII ITyTEM HAKATHS KHOTIKH «Jla»
(Pucynoxk 19).
8 Noamsepeassine socryna

3T0T BEB-CAT NBITAETCA BBINOAHWTE OMEPaUUI0 C KAHYaMN nan
! cepmd)uxa'ramu OT UMEHW NONIB30BATENA.

'https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html’

BeinonHeHue Takux onepaunii CAEAyeT paspeLuaTs TONBKO ANs
8e6-CaliToB, KOTOPbIM Bbl JOBEPAETE,

YroBbl OTKAHOUNTE ABHHOE NOATEEPKAEHHUE ANA KOHKPETHOrO
8e6-caiiTa, ero MoxHo 406aBNTE B CNMCOK A0BEPEHHDBIX BEG-CalTOB,
AOCTYMHBII Ha CTPAHWLE HACTPOEK YEPES MEHID
Myck->KPUMTO-MPO->Hactpoiiku 3L M Browser plug-in.

Paspewwnts 31y onepaumnio?
_—
Pucynox 19. [IpoBepka KOPpEKTHOCTH YCTAHOBKH IIaruHa

Ecnu ycranoBka Kpuntollpo DIII Browser plug-in mpoiuia ycnemHo, mosSBUTCS
okHO ¢ Haamucelo «Ilmarun 3arpyxen» (Pucynok 20), ykazaHueM €ro BepcUU U

ucnons3dyemont Bamu Bepcun Kpunrollpo CSP.
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Pucynok 20. [1narun 3arpyxeH

1.1.2.3 Ycranoska Kpunrollpo DIII Browser plug-in B Apple macOS

Haunnas c BEpCUU Kpunrollpo CSP 5.0.12600 Quinotaur
(https://www.cryptopro.ru/forum?2/default.aspx?g=posts&m=137019#post137019)

Kpunrtollpo OJIII Browser Plugin Bomén B coctaB Kpunrollpo CSP 5.0 (
https://cryptopro.ru/products/csp/downloads). UucTpykuus s ycTaHOBKH O0Jiee paHHUX
Bepcuil noctynHa mo azapecy https://docs.cryptopro.ru/cades/plugin/plugin-installation-
macos-obsolete.

YceranoButs Kpunrollpo DT Browser Plugin u3 o6bequuénnoro auctpulyTrBa
(https://cryptopro.ru/products/csp/downloads).

JlanbHeine HacTPOUKHU pa3inyaroTCs B 3aBUCMMOCTH OT UCIOJb3yeMOro Opaysepa.

bpayzep Chrome (Chromium Edge, Chromium Gost): 3amyctute Opaysep u
JOKAUTECHh OMoOBelIeHus 00 yctaHoBieHHOM pacuupennn «CryptoPro Extension for
CAdES Browser Plug-in». Bxitouute 3To pacumupenue. Ecim Ha KOMIIbIOTEpE paHee yxke
BBINOJIHsIach ycTaHoBKa paciupenus: CryptoPro Extension for CAdES Browser Plug-in, a
NOTOM OHO ObUI yJajaeHo WM Bbl ucnosnbdyere Chromium Edge, ero morpeOyercs
YCTaHOBUTH OTJICIIBHO. Hns 3TOTO nepeuanTe o aapecy
https://chrome.google.com/webstore/detail/cryptopro-extension-for-
c/iifchhfnnmpdbibifmljnfjhpififfog u ycranoBure pacmmpenue u3 uHTEpHET-Mara3mHa
Chrome (Pucynok 21). Yoeaurech, 4TO paciiipeHre BKIIOUEHO Ha CTPAHUIIE PACIIUPEHUH.

(Pucynoxk 22).
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. [lo6aeneHo paclumpeHye nan NpuaoXeHue:
4 CryptoPro Extension for CAdES Browser Plug-in

Opara U3 NporpaMM Ha BaleM KOMMbIOTEPE YCTaHOBMAa
paclmperve, KOTOPOE MOXKET BAUATL Ha paboty Chrome.

Paspewerus:

. npOCMOTp W U3MEHEHVE BalWMX AaHHbIX Ha NOCELWAEMbIX canTax

« YcraHoska COEANHEHMNA CO CMEXHEBIMU HATUBHDIMKX
NPUACKEHNAMU

Bxntounts pacumpenue Yaanute

Pucynok 21. BkinroueHnue pacmmpenus

CryptoPro Extension for CAdES Browser Plug-in
% PaclumpeHue No3BONAET UCNONb30BaTb

KpunTolpo 3UMN Browser plug-in B 6pay3sepe.

nA paboTbl TpedyeT ycTaHoBNeHHoro 3LN

MoppobHee Yaanutb

CoxpaHuTe CTpaHNLY KaK...

Cosgate apasik...

)’Aanewe AgHHBIX O NPOCMOTPEHHBIX CTPAHWUAX...

Pacwuperus

Avcnetuep 3agay

WHcTpymenTel paspaboTtynka

Ctrl + S

Ctrl + Shift + Del

Shift + Esc

Ctrl = Shift + |

Hosas sknaaka
Hosoe okHo

Hosoe ok+o B PEXMNME MHKOTHUTO

Wcropua

3arpysku

3axnaaxu

Macwrab

Meuvats...

Tpaxcasuva...

Haiimw...

JlononHuTENBHBIE MHCTPYMEHTSI
WsmenuTe Bripesate

Hacrpoiiku

Cnpaska

Brixoa

Pucynok 22. AKTuBanus pacumpeHus

bpayzep Opera wunum Sunpexkc.bpaysep: pacmupenue

Q & » :
Ctrl + T
Ctrl + N
Ctrl + Shift + N
4
Ctrl + )
4
- 9% + H
Ctrl + P
Ctrl + F
»
Konupogats Bcrasuts

JOCTYIIHO IO ajapecy

https://addons.opera.com/ru/extensions/details/cryptopro-extension-for-cades-browser-

plug-in/ (Pucynoxk 23).

CryptoPro Extension for CAdES Browser Plug-in

asTop: cryptopro
R (5)

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers. fo)

Requires CryptoPro Browser Plug-in for work.

Mpaea goctyna

CHUMOK 3KpaHa

+  [lo6aButk B Opera

paclwmpeHum

3arpyzku: 435 076

Kareropua: UHCTpymeHT! paspabotumk
Bepcur: 1.2.5

Pazmep: 60,2 Kb

ObBHoeneHo: 27 HoRbpA 2017 .
INuuexaunorHoe cornawenwve: Copyright

Pucynok 23. Pacuupenne Opera unu SAunexc.bpaysep
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bpayzep Firefox: CKayaiTe pacmmpeHue o angpecy
https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox cryptopro

extension_latest.xpi u yctanoBute B Opay3ep camocTtositesibHO (PucyHok 24).

MpoBepuTb Hanuune oBHOBNEHNI

v I'onasa'rb HEA3BHWE 06HOBI1€HI/IR
,¢ MonyuuTe AOMNONHE... & oA

YcTaHoBUTL AONONHEHNE U3 paiina...
*‘ Pacmwpewq Otnaaka AoNONHEHWI
v A§TOMETM"I€CKM O6HOBI‘IRTb AONONHEHNA

/ TeMb| ygTaHOBMTh ANA BCEX AOI‘IOI’IHEHMﬁ PEXKWUM aBTOMATUYECKOTO oBHOBNEHNA
»

Bl NrarvHel

Pucynox 24. Paciiupenue Firefox

Bbpay3sep Microsoft Internet Explorer: He TpeOyeTcsi 1OMOTHUTEIbHBIX HACTPOEK.
[IpoBepbTe KOPPEKTHOCTh YCTAaHOBKH Ha CTpaHUIE TMPOBEPKH IUIarWHA
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/cades_bes sample.h
tml.
J17151 5TOTO B OTKPBIBIIEMCS OKHE TIOITBEPIUTE JOCTYII ITyTEM HAKATHS KHOTIKH «Jla»
(Pucynoxk 25).
8 Noamsepeassine socryna

3T0T BEB-CAT NBITAETCA BBINOAHWTE OMEPaUUI0 C KAHYaMN nan
! cepmd)uxa'ramu OT UMEHW NONIB30BATENA.

'https://www.cryptopro.ru/sites/default/files/products/cades/demopag
e/simple.html’

BeinonHeHue Takux onepaunii CAEAyeT paspeLuaTs TONBKO ANs
8e6-CaliToB, KOTOPbIM Bbl JOBEPAETE,

YroBbl OTKAHOUNTE ABHHOE NOATEEPKAEHHUE ANA KOHKPETHOrO
8e6-caiiTa, ero MoxHo 406aBNTE B CNMCOK A0BEPEHHDBIX BEG-CalTOB,
AOCTYMHBII Ha CTPAHWLE HACTPOEK YEPES MEHID
Myck->KPUMTO-MPO->Hactpoiiku 3L M Browser plug-in.

Paspewwnts 31y onepaumnio?
_—
Pucynoxk 25. [IpoBepka KOPpEKTHOCTH YCTAHOBKH IIaruHa

Ecnu ycranoBka Kpuntollpo DIII Browser plug-in mpoiuia ycnemHo, mosSBUTCS
okHO ¢ Haanucelo «Ilmarun 3arpyxen» (Pucynok 26), ykazaHueM €ro BepcUU U

ucnons3dyemont Bamu Bepcun Kpunrollpo CSP.
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Pucynok 26. [1narun 3arpyxeH

1.1.3 IIpoBepka padoThl YCTAHOBJIEHHOI'0 IJIATMHA

Jlns mpoBepku paboOThI TUIarmHa HEOOXOIWMO TMEPEeUTH Ha CTPAHUIY MPOBEPKH
paboThI Kpunrollpo OUII Browser plug-in
https://cryptopro.ru/sites/default/files/products/cades/demopage/cades bes sample.html .

Crnenys ykazaHWsIM JEMO-CTPAaHUIIbI, BBIOEpUTE CEPTU(GUKAT TOMAMKCH, BBEIUTE
JTaHHBIE, KOTOpPBIE HYXHO moamucath, u Haxmute «lloamucate». Ilocie ycmemHoro

nojnucanus otro0passites AanHbie o ceprudukare (Pucynok 27).
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}/-K\PVIHTOHPO Mpoeepka pabotbl Kpuntollpo 3LIM Browser plug-in
N

> O Kpunrofpo 3UMN Browser plug-

in
Mnarus sarpywe-. @

> WHcTpykuns no pabote ¢ nnarmHom

Bepcua nnarmka: 2.0.12084 Bepcwa xpunTonposaitaepa: 4.0.8842

> 3Te NA3rUH

Kpunronpoeanaep: Crypto-Pro GOST R 24.10-2001 Cryptographic Service Provider

WHdpopmaums o ceptudukare S
Bnageney: CN=Test Certificate Yrpos ne oGrapyneno
Wapnarens: CN=CRYPTO-PRO Test Center 2
Beigan: 11.12.2017 15:07:43
Oencteutenex go: 11.03.2018 15:17:43

Kpuntonpoeaiigep: Crypto-Pro GOST R 34.10-2001 Cryptographic Service
Provider

Anroputm knoua: FOCT P 34.10-2001

[aHHble ANA NOANUCHK:

[Hello World

Moan1ch CHOPMUPOBAHA YCNELLHO:

MILIH7AYJK0ZIhveNAQCColIH3 TCCBIKCAQEXDDAKBEYghQMCAgK FADALBEkqhk i GIwBBEWGZGAQW
SABLAGWADABVACAAVWEVAHIADABKAKCCBUSWgg IMML I B+6ADAZECARArbINR /WEyrUggAgPLWEFB
MAEGBiqFAWICAZE/MSMWIQYIKoZIhveNAQKBFhRzdXBwb318QGNy eX88b3BybySyd TELMAKGAIUE
BhMCULUXDZANBENVBACTBK 1ve 2Nvd ZEXMBUGAIUEChMOQ1 I ZUFRPLVBS Ty BMTEMX I TAFBENVBAMT
GENSWVBUTy1QUKBEVGVZACBDZWSOZX L gMi A Fw@xNDAAMDUXMZQAM ] RaF waxOTAAMOUXMZUGMONS
MHEx 1zAhBgkghkiGIwWdBCQEWFHN1cHBVCNRAY31ScHRVCHIVLNI IMQsWCQYDVIQQGEWI SVTEPMARG
ALUEBXMGTWIZY 29 3MR wFQYDVQQKEWSDUL1QVESTUF JPLEXMQZEhMBBGATUEAXMYQLIZUFRPLVBS
TyBUZXNOIEN1bnR1ciAyMGMWHAYGKOUDAZ I TMBIGBYqFAWICIWEGBYQF AwICHEZEDQMAEQOBSCEXH
3Cm91yBFOERB79SNHNY1BL1SBY6tzcrLZgymoebeUCbkkiBuc IBKVNDIDF cQx+aFAbLt1mKOUbfN
X56UTBPMASGALUADWQE Aw] Bh JAPBENVHRMBAFBE BT ADAQH/MBRGA1UIDEONBBOVMXywiRreZtcV
nE1S1xckuQF 6gzAQBgkrBgEEAY I 3FQEEAWIBADAT BEYghQMCAEMDQQOYyhxLEWEgZUcs1cjq0lje
zexxyEW/v5z13voViinckme3guSLRg+F3T+bQb3uPWirjTulkDZBQMsHXA7RIELFVMILICIZCCAqQag
Aw1BAITEEATKFibReMh7KAVK gAAACOQWOAT BEYqhQMCAgMAF ZE JMCEGCSQGS Ib3DQEJARYUC3VW
cGIydEB ] cnlwdGIwemBucnUXC ZAIBENVBAY TAL IVMOBWOQYDVQQHEWZND 3N  b3CxF ZAVBGNVBAOT
DKNSWVBUT y1QUKBg TEXOMS EwtinY DVQQDEXhDUL 1QVES tUF JPIFR1c3QgQ2VudGVy 10 IWHhcNMT cx
M3 EXMTUWNZQZWhCNMT gwMz EXMTUXNZQZW] AbMRKwFwYDOVQQODBBUZXNGIEN1 cnRpZmljYXRIMGMW
HAYGKoUDAgI1 TMBIGBYqF AwICIAAGBYQF AwICHEEDQWAEQMOChFZ)@1c1+RtpI18MNY pgWgHalIm
YXCScBols8dEN+R3plxeWIC14qTVaiSwKMLE1VEqIPCgXirbV3zFFiyjggFbMIIBVZADBGNVHOEE
AFBEBAMCBPAWHQYDVROOBBYEFHENUE9PIAZEOUUShBI 3eyXH1re IMBBGAIUD IWQYMBaAF BUXFLCN
GESMIXWCSVKXFySSAXQOMF kGALUdHWRSMF AwTqBMOEQGSGhAdHAS LY 98ZXNBY 2EuY3ScHRVCHIV
LnJ1LeN1cnRFbnIvbGWVQ1IZUFRPLVBS TyUyMFR1C3Q1IMIBOZWSOZX I IMAY LmNybOCBGQYIKWYB
BQUHAQE EgZwwgZkwYQY IKWYBBQUHMAKGVWhEGHAS Ly 992 XNAY 2EuY3 15 cHRVCHIVLNI 1LBNL cnRF
bnvbGwvdGNzdC1] YS@yMDEAXaNSWVBUTY1QUKE1MIBUZXNG] TIWQ2VudGVy I T IWMi5FcnQuwiAYT
KwYBBQUHMAGGKGhOdHAS LY 98ZXNEY 2EuY3I5cHRVCHIVLNI 1L 297 c3Avb2NZcC5zemYwCAYGKOUD
AgIDABEA/ TERMSivANHXUKebz ZGG7yaNKaxjaF +K+8SWdpE Jeeij Itr7Pludg+EPI 3CKhSPEEQFn
wa 7HeNOZpVLNAUAZA TGCAKAWgZ IKAZE BML GWMEBX 1 ZAhBEk ghk 1 GOWBCQEWFHN1cHBVCNRAY31S
CHRVCHIVLNI 1IMQSWCQYOVQQGEWISYTEPMABGALUE BXMGTWIZY 29 3MR CwF QYDVQOKEWSDUL 1QVEST
UFJPLEXMQzZE RMBEGALUEAXMYQ1 ) ZUFRPLVBS TyBUZXNOLENLbNR 1 ciAyARMSACOQWItF ayHUQBLG
AMAATSBYMACGBigF AWICCQUADLIBUDAYBgKqhk iGIWBBLQMXCWY IKoZLhveNAQCBMBNGC SqGSIb3
DQE IBTEPFWAXNZEYMTEXNT IWNThaMCBGCSqGSLb3DQE IBDE 1BCCbUALL Fke/PPHVCQQE+UTEpWAF
138GaloP3hQMuvOVFTCBSAYLKoZIhveNAQkQAL8xgdQugdEwgcdwge swCAYGKoUDAZLIBLOPOVAY
CVMAGTIC 10AGEMAE toDZZtG7ZM+PDnu3gtSBe jOCBNDCBhKS BZTB/MSMNIQYIKoZIhveNAQKBFhRzZ
dXBwb3JBQGNyeXBOb3BybySyd TELMAKGALUE BRMCULUXDZANBENVBACT Bk 1vc 2NvdZEXMBUGALUE
ChMOQ1IZUFRPLVBS TyBMTEMX I TAFBENVBAMTGENSWVBUT y1QUK8gVGVZdCBDZWS@ZXIgMBITERAT
kFibReMh7kAVKgAAACOQWDAKBEYGhQUCAhME AARAQWEXX IChdehwHBUS InZMThT /UkWnX 183 7vB3
EokQfg@yz/vdhAaHxBZz8MWKpzZR®Sp)/10aPKU31p/2Qeq75)A==

Pucynok 27. ¥YcnenHo copmMupoBaHHasi HOANKCH
2 YcranoBka ceprtuurara 3JIeKTPOHHOM MOANMCH

[Honyunts KBaMUPUUUPOBAHHBIA CEPTU(DHUKAT 3FIEKTPOHHON MOANKMCH MOXXHO B
AKKpPEAUTOBAaHHBIX YIOCTOBEpAIOIIMX LeHTpax. CepTUPUKAT M KIIOYM 3JIEKTPOHHOH
MOAMKUCH 3alIMChIBAIOT HA CEPTU(PUUMPOBAHHBIN 3JIEKTPOHHBIA HOCUTENIb — AJIEKTPOHHYIO

KapTy Uiy (Jaen-HaKOMUTEb.
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Ba:xuno! /Ins paGotel Ha [TopTtane cepTudukar 3J1eKTpOHHONU MOAMUCH OpraHU3aluN
IOPUANYECKOTO JIUIIA IOJIKEH COJIepKaTh HHPOpMaIUIO:

— HauWMEHOBAaHUE OPraHU3ALNY;

— @amunus, HUMs, OTYECTBO JOJDKHOCTHOIO JIMIA, HAa KOTOPOTO BBIIYIIEH
ceptudukar.

Ba:xuno! /Ins paGotel Ha [TopTtane cepTudukar 3J1eKTpOHHONU MOAMUCH OpraHU3alUN
WHJIUBUIYaJIbHOTO MIPEANPUHUMATEIIS JOJKEH COIepKaTh HHPOPMAIIHIO:

— HaMMEHOBAaHUE WHAUBUIYAIBHOTO NPEANPUHUMATES,

— @amunusg, HUMs, OTYECTBO JOJDKHOCTHOIO JIMIA, HAa KOTOPOTO BBIIYILIEH
cepTudukar

HeoOxonumo yOenuTcsi, 4YTO YCTaHOBJEHBI BCE HEOOXOAMMBbIE IUIATUHBI U
porpaMMbl Tiepe]l TepeHocoMm cepTudukara. B maHHOM cilydae paccMaTpuBaeTcs

nporpamma Kpunrollpo CSP.

2.1 YcranoBka ceprudukara yepe3 nporpaMmmy

Otkporite nporpammy Kpuntollpo m B coorBercTByromem pasaene «CepBHUCY,
HEeo0X0AMMO HaxkaTh KHOMNKY «IIpocMoTpersh cepTudukaThl B KOHTEHHEPE» OTBEYAIOIIHI

3a IpOoCMOTp cepTudukaToB B KoHTeliHepe (PucyHok 28).
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Pucynok 28. Knomnka «IlocMoTpeTs cepTudukatbl B KOHTEITHEpEY

[Tocne yero u3 cnucka HEOOXOAUMO BBIOpATh KIIHOUEBOU KOHTEHEp (PucyHok 29).
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Pucynok 29. BeiOop konTeliHepa, yepe3 kHonky «O030p» win «Ilo ceprudukary»

B cnyuae, ecnu mporpamma wuHboOpMHpPYyeT 00 OTCYTCTBHHM OTKPBITOrO KIIOYa
mudpoBaHus B KOHTEHHEpE, TeperanTe K M.1.2.2 HACTOSIIEr0 PYKOBOJICTBA MOJIb30BAaTE.

[Tocne BbIOOpa KOHTEMHEPA MOSBUTCA OKHO ¢ MOAPOOHON nHpOpMaIeld 0 TUYHOM
cepTudukaTe IEKTPOHHON noAnucu. B 1aHHOM OKHe cojepaTcs JaHHbIE O BIaJeNblIe,
CyObEeKTe, MOCTABIINKE MOAMUCH, CPOKE JECUCTBUS U CEPUUHOM HOMEpE cepTudUKaTa.

HeoOxomuMo HaxkaTh KHOMNKY «YCTaHOBUTH». BO03MOXHO, TMOSBUTCS OKHO,
MpeaynpexaaIiee 0 HaTuuuul cepTuduKaTa B XpaHUIUIIIE.

[locne 3aBepuieHHMs YCTaHOBKM  cepTU(ukaTta mOporpamMma  MOpPeAOCTaBUT
HHPOpPMALIMIO O XpaHWJUIIE, B KOTOpoe OblLT momenieH ceprtudukar. HeoOxomumo

IMOATBCPAUTD HeﬁCTBHe, HaXaB KHOIIKY «Ox».

2.2 AlIbTepHATHUBHBII BAPUAHT ISl YCTAHOBKH cepTudurkara

Ecnu Her oTkpbITOro Kitoua mudpoBaHusi B KOHTEHHEpPE, HEOOXOIUMO MPUMEHUTD

3TOT BapUaHT JACHCTBUU.
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Jlns ycrnenrHoOW yCTaHOBKHM IMOHAJAOOUTCS JIMYHBIM CEepTU(PUKAT C pacHIUpEHUEM
".cer". Ecnu ectp (aitn ceprudukaTra MM OH OBUT OTHPABJICH MO AJIEKTPOHHOM IOYTE,
HEO0XOAMMO CKOTTUPOBATH €ro Ha KECTKUU IUCK KOMITbIOTEPA.

[Tocne wero HeoOxomumo OTKpeITH mHporpammy Kpuntollpo CSP u BbIOpath

«YcTaHoBUTH JTUuHbIA cepTudukar (Pucynok 30).

Pucynok 30. KHomnka «Y cTaHOBUTH JIMYHBIA CEPTUPUKAT

Hanee Heobxonumo BbIOpaTh (aitn ceprudukara (Pucynok 31) u kKoHTelHeEp C

3aKpbITHIM KiItouoM (Pucynok 32).
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Pucynok 31. BeiOop ¢aiina ceprudurkara

Pucynox 32. Be16op mim nouck KoHTeiHepa

[lTocne yero BBIMOJHUTHL YCTAaHOBKY cepTu(ukarta. B pesynbraTe, B KOHTEUHEpE
OyIyT COXpaHEHBbl OTKPBITHIM W 3aKPBITHIM KIIOYH, a TaKkKe€ KOPHEBbIE CEePTU(PUKATHI

yaocToBepsitomux neHTpoB (Pucynoxk 33).
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Pucynoxk 33. YcranoBka ceprudukara

ITo HUTOr'y IOABHUTCA OKHO, 3aBpHiaromec IMponecCc YCTAHOBKHU JIMYHOTIO

ceptudukarta. Heooxoaumo Haxatsh «I'0TOBOY.

3 JIunensun

Hns coznanust CAJES-BES nmonnucu nomxHa ObBITH JEUCTBYIOIIAsl JIMIIEH3US Ha
Kpunrollpo CSP.

Hns cozpanust CAAES-T nomksbl ObITh AelicTBYIOMKUME aunieH3un Ha: Kpunrtollpo
CSP, KpunrolIpo TSP Client 2.0.

[TocmoTpets craTyc JuueH3ni MoxHo uepes: [Iyck — Bee mporpammer — KPUIITO-
ITPO — Ynpasnenne nuuensuamu Kpunrtollpo PKI.

YT00OBl aKTUBUPOBATH UMEIOIIYIOCS JTULIEH3UIO0 HEOOXOUMO MPOU3BECTU JEUCTBUS:

1) IIyck -> Bce mporpammsl -> KPUIITO-IIPO -> VYmnpapneHue IULIEH3USIMU
Kpunrollpo PKI.

2) BpiOpaTh HYXHBI OPOTPaMMHBIA TPOAYKT -> OTKPBITh KOHTEKCTHOE MEHIO
(IIeTKHYTh MPaBOM KHOMKOW MBIIIN) -> BbIOEpaTh MYHKT «Bce 3agaun» -> BpiOEpaTh MyHKT
«BBecTu CEpuiHBII HOMED...»;

3) BBecTH B 1oje UHPOPMALHIO O JUlleH3UH U HaxaTh «OK)» 4TOOBI COXpaHUTH €€.
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JIuuensun npuobperarorcs Hanpsamyro y Kpunrollpo win y odpuiimaabHbIX AUIEPOB.

Jns npuobperenust nuuensuit y Kpunrollpo HeoOxoauMo nepeiTu Ha CTpaHUIly
3aka3a mo cceuike: http://cryptopro.ru/order/OrderForm.aspx u chopMupoBaTh 3aka3 Ha
HEOOXOAMMBIE JTULICH3UH.

NHCTpyKIUsT TIO YCTAaHOBKE JHUIEH3UM JOCTYyNMHAa Ha OQUIMAIBLHOW CTpaHUIIe

Kpunrollpo: https://cpdn.cryptopro.ru/content/cades/cadeslicense.html.
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4 Onucanue omnO0ok CucremMbl BO3HUKAWIIUX Npu padore ¢ [Toprasom

Ta6nuna 1.IlepedueHb BO3MOKHBIX OIIUOOK U IEUCTBUS JJIs1 UCIIPABIICHHUS.

Ne HeiicTBue Texcr coobmenus 06 omuodke IIpnunHa BO3HUKHOBEHHS Heo0xonumbie neiicTBus 17151
n/n HCIPaBJICHUA
1. | HHonaua 3aaBku/OT13bIB 3a4BKH | OTCYTCTBYET aKTHBHBIH VY nonw3oBatens He VY CTaHOBUTH ILIArKH AJ1s1 BO3MOKHOCTH
KpuntollpoBaiinep (He ycTaHOBIEH | yCTaHOBJIEH IUIarMH noanucanus YKOII
00 HETOCTYIIEH TUTaruH). YToOb! Kpunrollpo.
MOJINCATh, YCTAHOBUTE IIATUH
Kpuntollpo n npoBepsTe Hannune
cepTuduKara
2. [Tonaya 3asBku/OT136IB 3asiBKH | [loanuck He BanugHA He npolinena nposepka Heob6xoaumMo npoBepuTh MOIMUCH HA
JAaHHBIX aBTOPU30BAHHOI'O COOTBETCTBHUE U MOBTOPUTH MOIIBITKY.
MoJIb30BaTENsA(OpraHu3alim) u
JaHHBIX U3 cepTU(duKara Ha
npusHak opranuzanuu 1 PO
(1aHHBIC HE COBNAJAIOT)
3. | Ilogava 3aaBxku/OT136IB 3aaBku | He ynanoce moamucars JOKyMEHT He ynanock co3naTh MOAMUCH | IPOBEPUTH LIETIOUKY CEPTU(PUKATOB,

13-3a OUIMOKU:

He ynaercs nocrpouts
LETMOYKY CepTUPHUKATOB

IUIsL TOBEPEHHOT'O KOPHEBOTO
LIEHTpA.

YCTaHOBUTH BCE KOPHEBbIE CEPTU(DUKATHI
- B nporpamme Kpunrollpo
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